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Summary

Background: The Centers for Medicare & Medicaid Services’ Stage 2 final rule requires that eligible
hospitals provide a visit summary electronically at transitions of care in order to qualify for “mean-
ingful use” incentive payments. However, Massachusetts state law and Federal law prohibit the
transmission of documents containing “sensitive” data unless there is a new patient consent for
each transmission.

Objectives: To describe the implementation and evaluation of a rule-based decision support sys-
tem used to screen transition of care documents for sensitive data.

Methods: We implemented a rule-based document screening system to identify transition of care
documents that might contain sensitive data. The transmission of detected documents is withheld
until a new patient consent is obtained. The documents that were flagged as containing sensitive
data were reviewed in two different time periods to verify that the decision support system was not
missing documents or withholding more documents than necessary.

Results: The rule-based screening system has been in regular production use for the past 18
months. During the first evaluation period, 3% of 5,841 documents were identified as containing
sensitive data (true-positive rate of 44%). After additional enhancements to the rules, the system
was evaluated a second time and 4.5% of 6,935 documents were identified as containing sensitive
data (true-positive rate of 98.4%).

Conclusion: The analysis of the system demonstrates that production rules can be used to auto-
matically screen the content of transition of care documents for sensitive data. The utilization of the
rule-based decision support system enabled our hospitals to achieve meaningful use and, at the
same time, remain compliant with state and federal laws.
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1. Background and Significance

In 2009 the US government issued “The American Recovery and Reinvestment Act” (ARRA) to
authorize incentive payments to eligible hospitals to promote the adoption and meaningful use of
Certified Electronic Health Record Technology (CEHRT) [1]. The Centers for Medicare & Medicaid
Services (CMS) Stage 2 final rule [2] specifies the criteria that eligible hospitals must meet in order
to qualify for “meaningful use” incentive payments. One of these criteria specify that eligible hospi-
tals must provide a summary of care record for each transition of care or referral for more than 50%
of transitions of care and referrals, and that 10% of such transitions be electronically transmitted.
When transmitted electronically, these documents must follow the CEHRT (2014 Edition) require-
ments, which specify the use of the Health Level Seven (HL7) Consolidated Clinical Document
Architecture (CCDA) standard [3].

In order to qualify for these incentives, Partners HealthCare System (PHS) has implemented a
computerized process that automatically creates CCDAs for different legacy Electronic Health Rec-
ord systems (EHRs). These CCDAs are sent to the patient’s primary care physician and/or referring
provider after the patient is discharged from the hospital. However, Massachusetts state law and
Federal law prohibit the transmission of documents that contain “sensitive” data (e.g., human im-
munodeficiency virus (HIV) results), unless there is an additional specific consent for each trans-
mission (a pre-existing general consent is not sufficient) [4, 5]. In an attempt to prevent the trans-
mission of CCDAs containing sensitive data without specific patient consent, PHS implemented a
rule-based document screening system that analyses the content of CCDAs generated during transi-
tions of care and verifies if the documents contain sensitive data or not. CCDA documents ident-
ified by the screening system as containing sensitive data are not automatically transmitted. Instead,
these documents are marked as containing sensitive data and not sent out electronically. The goal of
this process is to achieve balance between protecting patient information and minimizing dis-
ruptions during transitions of care [6-9].

PHS is an integrated delivery network with 10 hospitals and several outpatient clinics. Its two
founding hospitals, Massachusetts General Hospital and Brigham and Women’s Hospital, are Aca-
demic Medical Centers affiliated with Harvard Medical School. At the time of this study, the two
Academic Medical Centers used distinct “homegrown” (local) EHRs that were certified for the
CEHRT 2014 Edition. The other PHS hospitals used different vendor-provided EHRs that were also
certified for CEHRT 2014 Edition.

The “CDA Factory” is a homegrown software service integrated with the local EHRs that gener-
ates documents compliant with the HL7 Clinical Document Architecture [10] standard. The service
is capable of creating several restrictions of the standard, including the “Continuity of Care Docu-
ment” (CCD) [11], Healthcare Information Technology Standards Panel (HITSP) C32 v2.5 [12], and
CCDA [3] documents. The CDA Factory is able to retrieve and automatically translate a wide var-
iety of clinical data types found in the local EHRs. The CDA Factory was used to generate the Aca-
demic Medical Centers’ inpatient transition of care CCDA.

When a patient was discharged from the hospital, a notification was automatically sent to the
PHS Health Information Exchange Hub service (“The Hub”). The Hub was configured to wait 32
hours before calling the CDA Factory to generate a transition of care CCDA for a given patient. The
wait time enabled clinicians to finalize the discharge documentation.

Once the transition of care CCDA was generated, it was sent back to The Hub, which in turn
called the “Sensitive Data Detection System (SDDS)” to determine whether the CCDA document
contained sensitive data or not. If the document did not contain sensitive data, it was stored in a cen-
tral document repository and automatically sent to the patient’s primary care physician and/or refer-
ral provider through The Massachusetts Health Information Highway (The Mass HIway) [13]. If the
transition of care document was identified as containing sensitive data, the document was stored in
the same central document repository, but flagged as “sensitive document” and not routed to The
Mass HIway. See P> Figure 1 for a diagram of the system.

Other PHS hospitals generate transition of care CCDAs using their respective vendor EHRs. Ven-
dor EHRs have the option to use The Hub to send their CCDAs to the Mass HIway, or they can send
the documents directly. EHRs that utilize The Hub have their CCDAs checked for sensitive data
using SDDS and following the process outlined above.
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2. Objectives

The objective of this paper is to describe the implementation of the “Sensitive Data Detection Sys-
tem (SDDS),” a rule-based application used to screen CCDAs generated when patients are dis-
charged from PHS hospitals. We also report the results of SDDS use across an 18 month period.

3. Methods

The SDDS was implemented using the “Enterprise Clinical Rules System” (ECRS), a web-based deci-
sion support service previously described elsewhere [14]. In order to process and translate data from
different EHRs, ECRS is implemented using a common “Patient Information Model” (PIM) [14].
The PIM is a “normalized” data model used by all the rules contained in ECRS, including the SDDS
rules.

Once ECRS receives a request from The Hub, it calls another service, known as the “Patient Fac-
tory”. The Patient Factory service is responsible for parsing and mapping the CCDA content into the
PIM. The Patient Factory parses not only the structured data of the CCDAs (e.g., medications, prob-
lems), but also the corresponding narrative text (human-readable part of the CCDA) associated with
each structured entry. After parsing and mapping the CCDA data to the PIM, the service is also re-
sponsible for classifying the structured data.

The classification process relies on calls to specific classification services for medications, aller-
gies, and problems. Problems present in the CCDA that are represented using SNOMED CT codes
[15] are classified using locally defined classes. For example, code “442537007” corresponding to
“Non-Hodgkin lymphoma associated with Human immunodeficiency virus infection” is classified
as belonging to the “HIV Positive” class. Medications and allergies represented using RxNorm codes
[16] are classified using the “Enhanced Therapeutic Classification” (ETC) [17]. For example, code
“317150” corresponding to “Ritonavir 100 MG Oral Capsule” is classified as “Antivirals,” “Antiretro-
virals,” “Antiretroviral — Protease Inhibitors,” and “Anti-Infective Agents” Once the data classifi-
cation is completed, the results are added to the PIM. The Patient Factory returns the classified PIM
instance to ECRS and the SDDS rules are executed.

The requirements for the rules were defined by the PHS Health Information Management team
and a group of subject matter experts (clinicians that work in the federally funded substance abuse
treatment clinics). The rules were based on pre-existing rules used in the manual process for the re-
lease of documents and further refined in meetings with the group of subject matter experts.

The SDDS rules were built to detect three categories of sensitive data: (a) data suggesting that the
patient is HIV positive, (b) data suggesting that the patient is being treated for substance abuse in a
federally funded program, and (c) patients being tested for HIV (independent if the result was posi-
tive or negative — state law requirement). The data types evaluated by the SDDS rules are summar-
ized in »>Table 1.

The rules were organized into groups to facilitate maintenance and execution. The first group
consists of the “classification rules” that apply to all data types and are responsible for determining
the basic “Clinical States” of the patient. Clinical States are the results of inferences applied to the pa-
tient data. Different data types can be used to achieve the same “Clinical State”, such as a problem in
the problem list or the result of laboratory test can indicate the presence of a disease or a state. Also,
basic Clinical States can be further refined into higher levels of inference called “Final Clinical
States”. Once all Final Clinical States are created, the last group of rules just determines if the Final
Clinical States indicative of sensitive data are present or not. For example, the Final Clinical State of
a patient being “HIV positive” can be achieved by a problem in the problem list, a coded antiretrovi-
ral prescription, or a recorded allergy to antiretroviral medication. Examples of the rules can be
found in »Table 2.

Rules to detect allergies were added to identify previous treatments with the drugs of interest.
Rules to detect sensitive laboratory results were implemented in a second phase. Initially they were
not needed since the CDA Factory automatically excludes sensitive laboratory results from being in-
cluded in the transition of care CCDAs. Once the rules started analyzing the CCDAs produced by a
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vendor EHRs that did not filter out sensitive results from the CCDA document, the rules became
necessary and were added.

Besides searching for coded data, a string search in the narrative text was implemented because
not all medications and/or allergies can be represented using the RxNorm codes allowed by CEHRT.
Since there is no restriction in the HL7 CCDA standard about what should or not be included in the
narrative text, the complete text parsed by the Patient Factory includes all the information that was
included in the human readable part, including eventual characters used as field delimiters and
format markup.

After the implementation of the SDDS rules, the results were evaluated during two different time
periods. The first evaluation period was soon after the rules implementation. During this evalu-
ation, all CCDAs identified as containing sensitive data were manually reviewed. The second evalu-
ation period was after the rules were further refined to reduce the false positives identified during
the first period and new rules were added to detect laboratory results. In the second evaluation peri-
od, in addition to reviewing all documents identified as containing sensitive data, two samples of
CCDAs not identified as containing sensitive data were also reviewed.

4. Results

The SDDS has been in production use since January 2015. The initial implementation of SDDS was
based on a set of 182 rules. This set included two rules for identifying problem subsets, two rules for
identifying medication classes, two rules for identifying allergy classes, 88 rules for identifying medi-
cations in narrative text, and 88 rules for identifying allergies in narrative text. This initial imple-
mentation took four months total, taking into account analysis of requirements, rule implemen-
tation and testing, implementation of new classification service for medications, and production de-
ployment.

We first evaluated SDDS after its production release with the initial set of 182 rules. This first
evaluation was designed to verify if screening rules were correctly identifying documents containing
sensitive data. During a period of 16 days the SDDS was activated 6,020 times, corresponding to the
same number of transition of care CCDAs analyzed. A total of 5,841 (97%) CCDAs were identified
as not containing sensitive data, while 179 (3%) were identified as containing sensitive data. The 179
documents were manually reviewed by the first author and 79 (44%) were considered “true-posi-
tives”, indeed containing sensitive data, and 100 (56%) were considered “false-positives”. The pres-
ence of antiretroviral medications without HIV in the problem list was considered to be a true-posi-
tive for the purpose of screening, since it may be indicative of the disease even if it is not docu-
mented in the problem list. The details of the true-positive results can be found in P> Table 2.

All the false-positive results were caused by the narrative text search related to abbreviations of
medications and allergies. The string search process found parts of commonly used words or other
drugs. The details of the false-positive results can be found in »-Table 3.

Taking into account these initial results, the SDDS rules were refined with the objective of reduc-
ing false positives. All searched strings that generated false positives were reviewed by subject matter
experts to determine if they could be improved. The reviewers concluded that the rule using the
“DDI” abbreviation should not be used, since the drug “Didanosine” is never prescribed by itself. In
addition, new rules were created to analyze laboratory results. The revised and expanded set of rules
included 311 rules total: two rules for identifying problem subsets, four rules for identifying medi-
cation classes, and 14 rules for identifying medication product codes that cannot be classified, two
rules for identifying allergy classes, 100 rules for medications in narrative text, 87 rules for the aller-
gies in narrative text, and 102 rules for identifying specific laboratory results. It took just a few days
to implement and test the new rules and have the enhancements available in production.

After these enhancements the results were analyzed for a 30 day period. During this second
analysis period, the SDDS was activated 6,935 times. The average time to process a single CCDA in-
cluding parsing the document, classifying the codes, and executing the rules was 1.66 seconds
(median 1.07 sec, minimum 0.19 sec, maximum 13.66 sec). Of all analyzed CCDAs, a total of 6,623
(95.5%) were identified as not containing sensitive data, and 312 (4.5%) were identified as contain-
ing sensitive data. All documents containing sensitive data were manually reviewed by the first auth-
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or and 307 (98.4%) were considered “true-positives”, indeed containing sensitive data, and 5 (1.6%)
were considered “false-positives” The details of the true-positive results can be found in »>Table 4.

In addition, two samples of 50 CCDA documents were also manually reviewed by the first author
to confirm the existence of false negatives. Each of the samples was randomly obtained from 2 separ-
ate collections of CCDAs considered as having a high potential of containing sensitive data, but not
identified by the SDDS rules. The first collection was created for checking the “HIV positive” and
“HIV testing” categories (e.g., the collection contained CCDAs that had the term “HIV” or other
terms indicative of HIV results in any CCDA section). The review of this first sample identified one
false-negative document for the category HIV positive (2%) and ten false-negatives in the HIV test-
ing category (20%). The false-negative for the “HIV positive” category occurred because the patient
had no structured entries for problems, medications, or allergies in the CCDA. The false-negatives
for the “HIV testing” category were caused by laboratory results mapped to an incorrect LOINC
code.

The second collection of documents was created for the detection of “Substance abuse” treatment
in a federally funded program category (e.g., documents that contained terms such as “drug abuse”
or “alcohol abuse” in any CCDA section). The review of this second sample identified five false-
negatives (10%). The false-negatives for the “Substance abuse” category were caused by free text
comments in the discharge instructions or in the hospital course summary indicating that the pa-
tient was being treated in a federally funded program (e.g., “please do not miss your scheduled ap-
pointment at clinic ™).

5. Discussion

Meaningful Use rules require CCDA documents be sent electronically at transitions of care. How-
ever, federal and state laws prohibit the transmission of documents containing sensitive data unless a
patient consent is obtained for each transmission. The SDDS was implemented to identify CCDAs
that might contain sensitive data and should not be transmitted outside our organization without
specific patient consent.

The results of our initial evaluation confirm that a rule-based method can efficiently identify
CCDAs containing sensitive data, particularly considering the large number of documents auto-
matically generated and transmitted. The proportion of documents identified during the second
evaluation as containing sensitive data (312, 4.5%) is considered manageable for subsequent manual
release to the patient or an authorization request. The initial relatively high proportion of false-posi-
tives (100 CCDAs or 1.7% of all documents analyzed) seemed appropriate for an initial implemen-
tation of a new screening tool, given the intent of avoiding missing the identification of documents
that contain sensitive information (false-negatives), but also the opportunity to quickly release in-
correctly identified documents during the manual review. The subsequent enhancements to the
SDDS rules decreased significantly the number of false-positives (from 56% to 1.6%) without com-
promising detection.

The results clearly confirm the importance of processing non-structured (narrative) data in a
CCDA. The narrative text associated with CCDA entries contains information that frequently does
not exist elsewhere in the structured parts of the document. Our second period results demon-
strated that a simple string search process was able to identify 133 CCDAs that would otherwise
have not been identified. However, narrative data might also contain information (e.g., comments)
that can easily mislead string-matching methods, such as those offered within ECRS. As demon-
strated in the examples provided in »>Table 3, some search strings were present in commonly used
words, resulting in confirmed false-positives. Just the removal of the “DDI” abbreviation reduced
the false-positives by 87%, without affecting the number of true-positives. We are also considering
the adoption of a more robust Natural Language Processing (NLP) solution for the CCDA narrative
text analysis.

Conversely, these results also confirm that traditional screening of commonly used structured
data types (e.g., problems, medications) is not sufficient by itself to detect sensitive data. For
example, of the 74 CCDAs identified in the second evaluation period as containing HIV data, only 2
(2.7%) were identified solely by coded problems and 25 (33.8%) were identified just by coded medi-
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cations or allergies. Allergies, a data type that is not commonly used for screening, showed promis-
ing results: 22 (29.7%) CCDAs in the HIV category were identified only by allergies.

The implementation of the SDDS was straightforward, mostly because of the infrastructure avail-
able and operational at PHS. The existing services to parse CCDA documents (Patient Factory) and
to execute production rules (ECRS) provided the key components of SDDS. The only new service
implemented for this project was the RxNorm to ETC classification service. The subsequent addi-
tion of the laboratory results did not require any additional Patient Factory work given the availabil-
ity of multiple data types parsers for CCDA documents. However, additional SDDS extensions
might require new Patient Factory parsers depending if the data types of interest are already in use
or not. Similarly, the expansion of the SDDS rules was easily implemented due to the structure of the
rules. The use of “clinical states” allowed easy addition and removal of classification rules without
having to restructure subsequent rules that depend on the clinical states existence.

During the second analysis period we were able to demonstrate a very low number of false-
negatives for HIV positive patients (2%). These results confirm that a limited number of data types
are sufficient to effectively screen CCDAs for HIV positive data. However, the second analysis also
identified an issue with the assignment of the appropriate LOINC codes to laboratory results at one
of the hospitals. As expected, the SDDS rules are directly affected by incorrect or missing CCDA
data. We are evaluating the implementation of additional rules to help identify and handle data
quality issues.

The review of the CCDAs in the treatment for substance abuse category showed an already ex-
pected higher false-negative rate (10%) since it was not the intent of the rules to find patients with
substance abuse, but only patients treated in a federally funded program. Since the information if
the patient is being treated in an outpatient federally funded program is not readily available in a
CCDA created for an inpatient visit, we had to use indirect mechanisms to identify these patients,
such as medications that are commonly prescribed at federally funded substance abuse clinics. In
order to reduce the number of false-negatives, we could have added rules to withhold CCDAs with
substance abuse codes in the problem list, but such approach would have caused a large number of
false-positives. If we were to detect problems that indicated substance abuse, we would have filtered
all the false-negative CCDAs. However, an additional 27 CCDAs (54%) would have been filtered for
patients that had no indication of being treated in a federally funded program and that would bene-
fit from the continuity of care information.

The identification of documents containing sensitive clinical information for regulatory purposes
appears to be a novel application for production rules systems. We performed a literature search and
were not able to find published studies of similar systems. Most of the published literature using
similar techniques addresses the de-identification of clinical documents [18, 19].

A limitation on the generalization of this work is the use of a sophisticated decision support plat-
form, which includes layers for reference terminologies, data models, interoperability standards, and
production rules. The rule application described in this study required software engineers to extend
the underlying platform, and informaticians to create and maintain the content — resources that may
not be available in other institutions. However, given the remote capabilities of the ECRS, other in-
stitutions could make use of a remote decision support service for screening sensitive data. Future
research would be needed to determine the feasibility of such remote services, considering the varia-
bility of how data are structured inside CCDA documents and state-specific regulations.

Other limitations are associated with the specific portions of CCDA documents that are being
analyzed, since other sections may also contain sensitive data. Similarly, we used relatively simple
string search methods being used, which are not able to always discriminate abbreviations from se-
quences of characters present in ordinary words. Despite these limitations, the results demonstrated
that it still possible to detect sensitive data with a limited data set, resulting in a high number of true
positives and a low false negative rate.

We have been trying to achieve a balance between protecting patient information and minimiz-
ing disruptions during care transitions. We believe that with the above described process we were
able to protect the patient information when necessary while at the same time allowing for a prompt
transition of care. At the beginning of this year, the government has proposed the revision of title 42
of the Code of Federal Regulations part 2 [20]. This revision might facilitate the electronic exchange
of documents containing sensitive information, allowing a more seamless continuation of care.
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6. Conclusion

The analysis of the “Sensitive Data Detection System” (SDDS) demonstrates that production rules
can be used to automatically identify documents containing sensitive data. The SDDS was relatively
simple, largely because of the decision support infrastructure already available at PHS. Similar docu-
ment screening systems may not be easily implemented at other institutions, considering the various
components necessary to efficiently process different data types. Future work includes additional
analyses to determine other data types that can further improve the screening process, as well as per-
formance comparisons with screening process available within commercial EHR systems.

Questions

The most challenging aspect in automatically analyzing an electronic document for sensitive patient
data is:

A. Availability of a software platform to represent production rules

B. Complexity of the underlying document interchange standard

C. Quality and consistency of the available structured data

D. Complexity of the regulations pertaining to sensitive data

Correct answer: C

Clinical Relevance Statement

The Centers for Medicare & Medicaid Services’ Stage 2 final rule requires that hospitals provide
transitions of care documents in order to qualify for “meaningful use” incentive payments. State
and federal laws prohibit the transmission of documents containing sensitive data. We imple-
mented a methodology that enables a balance between the need to protect patient information and
the need to support data exchange during care transitions.
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Table 1 Data types evaluated by the SDDS rules

Data type
Problems

Medications
Allergies

Laboratory Results

Evaluation description

Presence of individual codes and/or classes (for HIV only)

145

Presence of the medication classes of interest, or drug name and/or its common abbrevi-

ations in the narrative text (string search)

Presence of the drug allergy classes of interest, or drug name and/or its common abbrevi-

ations in the narrative text (string search)

Presence of individual codes independent of the result (for HIV only)

Table 2 Example of rules created to detect sensitive data

Rule type

Classification
Rule

Intermediate
States

Final Clinical
State

© Schattauer 2017

Rule description

if

thePatient has active free-text Medication "ABACAVIR"

then

add Active Clinical State with code ANTIRETROVIRAL and code system

is SNOMED, qualifier name RECORD_OF, qualifier name code system is
SNOMED, qualifier value ADMINISTRATION_OF_MEDICATION and qualifier
value code system is SNOMED to thePatient;

if

thePatient has Active Clinical State with code ANTIRETROVIRAL, code system is
SNOMED , qualifier name RECORD_OF, qualifier name code system is SNOMED,
qualifier value ADMINISTRATION_OF_MEDICATION and qualifier value code
system is SNOMED

then

add Active Clinical State with code HIV_POSITIVE and code system is SNOMED to
thePatient;

if

thePatient has Active Clinical State with code HIV_POSITIVE and

code system is SNOMED

then

add Observation Request with type REASON, observation code HIV_POSITIVE,
alternative text “HIV positive” to the request list of theAction;

add Active Clinical State with code RESTRICTED code system is SNOMED,
qualifier name RECOMMENDATION, qualifier name code system is

SNOMED, qualifier value ISSUED, qualifier value code system is SNOMED to
thePatient;
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Table 3  True-positive results with frequency of occurrence by type of data (First analysis period with initial set of
182 rules)

Sensitive Data Types of data Identified  Identified Identified by Total

Categories that identified  only by free- onlyby  coded and number of
the sensitive text search  coded free-text data true posi-
data data tives

HIV Positive Medications only 2 0 16 18
Allergies only 0 0 23 23
Problems only N/A 3 N/A 3
Combinations of 0 0 17 17

medications, aller-
gies, and/or prob-

lems
Total identified 61
Treatment for Allergies only 1 0 1 2
Substance abuseina  \joqications only 15 0 1 16
federally funded pro-
gram Total identified 18

Table 4  False-positive results identified by cause (First analysis period with initial set of 182 rules)

Free-text search that caused False Number of FP Examples of the text
Positive (FP) Allergies Medications Total Matched

“ABC" as an abbreviation for "Abacavir” 1 0 1 Last name of a provider
“AZT" as an abbreviation for “Zidovudine” 2 6 8 Aztreonam

“DDI" as an abbreviation for 9 78 87 addition, additionally, last
“Didanosine” name of provider

“ENF" as an abbreviation for 4 0 4 Last name of a provider

"Enfuvirtide”
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Table 5 True-positive results with frequency of occurrence by type of data (Second analysis period with revised set

of 311 rules)

Sensitive
Data
Categories

HIV Positive

Treatment for
Substance abuse

HIV testing

© Schattauer 2017

Types of data
that ident-
ified the sen-
sitive data
Allergies only
Medications only
Problems only

Combinations of
medications, al-
lergies, and/or
problems

Allergies only
Medications only

Combinations of
medications and
allergies

Laboratory re-
sults only

Identified
only by free-
text search

0
19
N/A

113
1

N/A

=

Identified
only by coded
data

22
3

24

36

Applied Clinical Informatics 147

Identified by
coded and
free-text data

N/A
24

Total identified
0

57

2

Total identified
N/A

Total
number of
true posi-
tives

22
23
2

27

74
N/A
194

197
36
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