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Abstract Background Digital availability of patient data is continuously improving with the
increasing implementation of electronic patient records in physician practices. The
emergence of digital health data defines new fields of application for data analytics
applications, which in turn offer extensive options of using data. Common areas of data
analytics applications include decision support, administration, and fraud detection.
Risk scores play an important role in compiling algorithms that underlay tools for
decision support.
Objectives This study aims to identify the current state of risk score integration and
integration capability in electronic patient records for cardiovascular disease and
diabetes in German primary care practices.
Methods We developed an evaluation framework to determine the current state of
risk score integration and future integration options for four cardiovascular disease risk
scores (arriba, Pooled Cohort Equations, QRISK3, and Systematic Coronary Risk
Evaluation) and two diabetes risk scores (Finnish Diabetes Risk Score and German
Diabetes Risk Score). We then used this framework to evaluate the integration of risk
scores in common practice software solutions by examining the software and inquiring
the respective software contact person.
Results Our evaluation showed that the most widely integrated risk score is arriba, as
recommended by German medical guidelines. Every software version in our sample
provided either an interface to arriba or the option to implement one. Our assessment
of integration capability revealed a more nuanced picture. Results on data availability
were mixed. Each score contains at least one variable, which requires laboratory
diagnostics. Our analysis of data standardization showed that only one score docu-
mented all variables in a standardized way.
Conclusion Our assessment revealed that the current state of risk score integration in
physician practice software is rather low. Integration capability currently faces some
obstacles. Future research should develop a comprehensive framework that considers
the reasonable integration of risk scores into practice workflows, disease prevention
programs, and the awareness of physicians and patients.
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Background and Significance

Digital availability of patient data is continuously improving
with the increasing implementation of electronic patient
records in physician practices. A survey reveals that, by 2019,
nearly 80% of the physician practices in Germany had digi-
tized at least most of their documentation, thus continuing
the development that had reached 73% in 2018.1,2 In the
United States, the use of electronic health records (EHRs) by
office-based physicians in 2019 was even close to 90%.3

Findings from a recent review show that physicians in
inpatient and outpatient care spend nearly 40% of their
working time with EHRs, while physicians in outpatient
care already exceed this percentage.4

The increase of available electronic patient records pro-
vides data analytics with a new field of application and with
opportunities to expand the uses of patient data. Common
areas of data analytics applications include decision support,
administration, and fraud detection.5 Decision support has
received a lot of attention from users, as well as in academic
research. Recent systematic reviews revealed that decision
support has achieved improvements in care operations,6

practitioners’ performance, and medical outcomes.7 Areas
of application include prevention of hospital readmissions,8

suicide risk prediction,9 or pharmacist clinical monitoring.10

In clinical contexts, decision support systems are defined
as

software that [is] designed to be a direct aid to clinical
decision-making, in which the characteristics of an indi-
vidual patient are matched to a computerized clinical
knowledge base and patient-specific assessments[,] or
recommendations are then presented to the clinician or
the patient for a decision.11

Standard components of decision support tools are pa-
tient data, medical knowledge, and inference mechanisms
including prediction rules.12

Quantitative absolute risk assessments in the form of risk
scores are a prediction rule that has proven to be of value for
physicians as well as for patients.13 Risk scores rely on
prognostic or predictive models and usually serve medical
staff to assess the outcome of certain clinical procedures or
identify patients at risk.14 Quantitative risk assessment can
be both part of a larger decision support system and a stand-
alone application. Several success factors that have been
identified for clinical decision support tools provide valuable
design criteria for stand-alone risk scores, too. Studies that
surveyed tools that integrated decision support into profes-
sional and patient strategies and tools that provided decision
support directly to the patient showed that automated
advice was more successful than on-demand options.15

However, risk scores that display automated advice are
premised on automated score calculation. The latter aspect
is likely to be critical for the success of risk score implemen-
tation, according to studies that have recognized interoper-
ability as an unresolved problem in the development of
clinical decision support systems.16

Risk score integration and integration capability have not
yet been systematically examined in primary care software.
Hence, the functioning of risk score calculation in currently
available tools is unknown, too. Analyses of risk scores in the
present health care software contribute to develop this area
in three ways. First, they raise awareness; second, they help
specify software development requirements and, lastly, they
identify where further research is needed.

Objective

This study aims to identify the current state of risk score
integration and integration capability in electronic patient
records for cardiovascular disease and diabetes mellitus in
German primary care practices. Both medical conditions are
of high relevance to society and largely preventable.

Methods

Existing frameworks for assessing risk scores in software
products focus on the problem of automated risk score
calculation.17,18 For example, Aakre et al examined the
programmability of clinical score calculation by tracing
how structured data emerged in EHRs of the Mayo Clinic.17

We extended existing approaches with our objective to
consider the extent to which manual input is required to
gather missing data. To achieve this goal, we developed a
framework to evaluate the current state of risk score inte-
gration and future integration options. We then used this
framework to evaluate the integration of risk scores in
practice software by examining the software and making
inquiries with the software provider.

Framework Development
The framework of evaluation for this research was designed
with a dual focus on, first, risk score integration and, second,
options of risk score integration that we conceptualized as
“data accessibility.”

Risk score integration comprised existing options of risk
score calculation within systems (internal) as well as inter-
faces to external score systems. Our examination of internal
risk score calculation considered, in addition, whether the
score calculator automatically used the information that was
available in the system or prompted manual input.

Our second focuswas on data accessibility, the concept we
established to understand risk score calculation in light of
further options to either automate internal risk scores or
integrate additional scores. We designed a matrix (►Fig. 1)
with the following dimensions: data standardization, in
order to determine the degree of data retrievability, and
data availability, to rate the effort of data collection.

Data standardization can assume three levels, indicated
by the letters A to C. Category A comprises standardized data
that are provided in a separate textbox. This format is usually
applicable for data on gender, age, etc. Data in category B can
be characterized as notes that describe, for example, the
treatment of a specific disease. This information is heteroge-
neous, yet sufficiently standardized to generate queries.
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Category C contains information that is manually entered in
text fields that have no standardized data format. This is
typically individually specific information about a family
disease history, for example.

Data availability encompasses three categories, labeled 1
to 3. Category 1 contains information that can only be
obtained from external sources such as laboratories, includ-
ing cholesterol levels. Category 2 refers to information that is
not necessarily stored in the system but can be obtained by
the physician during examinations or patient interviews.
Examples of category B data are blood pressure or bodymass
index. Category 3 information is always available as it is basic
claims data such as patient’s date of birth. Overall, data
accessibility is best in categories A and 3, and worst in
categories C and 1.

Relevant risk scores for our study encompass scores that
predict cardiovascular disease and diabetes mellitus. Our
selection of scores is based on the guideline recommenda-
tions of German, British, European, and American physician
societies. The American College of Cardiology/American
Heart Association recommends the application of pooled
cohort equations (PCEs) for cardiovascular disease.19 The
European Society of Cardiology’s joint guidelines prefer the
Systematic Coronary Risk Evaluation (SCORE).20 The Ger-
man College of General Practitioners and Family Physicians
recommends the arriba score,21 and the National Institute

for Health and Care Excellence suggests QRISK3.22 The
German guidelines for diabetes risk assessment, currently
due for updates, refer to the German Diabetes Risk Score
(GDRS) and FINDRISK, an adapted version of the Finnish
Diabetes Risk Score (FINDRISC).23 American and British
guidelines provide a selection of available scores for physi-
cians to choose from.24,25 Our performance assessment,
therefore, focuses on the two recommended scores in
greater detail. Table 1 provides an overview of our sample
and counts of the variables used in the score calculations.
For a list of the variables, see ►Supplementary Appendix 1

(available in the online version).

Software Assessment
We collected information about options of risk score inte-
gration from our software assessment. Our selection of
relevant software was based on installation statistics for
medical specializations published by the Kassenärztliche
Bundesvereinigung.26 Primary care statistics are most suit-
able for the purpose of this research. Here, observations
about the top 10 systems for primary care account for 77% of
the primary care practices and 40% across all medical
specialties.

We obtained trial versions of the software under exami-
nation, or, if unavailable, asked for an online tutorial to
explore their risk scores and data availability. This way, we
were able to explore nine of the top ten software solutions.
One solution was designated for phase-out by the software
provider. Therefore, neither a trial version nor an online
tutorial was available. In addition to trials and tutorials, we
examined the integration of risk scores by sending queries to
the providers’ sales representative. ►Supplementary

Appendix 2 (available in the online version) shows the
software in our sample,►Supplementary Appendix 3 (avail-
able in the online version) is a list of the questions we sent to
providers. ►Fig. 2 is an outline of the research approach.

Results

Risk Score Integration
Our evaluation showed that the most widely integrated risk
score for cardiovascular disease is arriba, as recommended
by German medical guidelines. Arriba is based on the Fra-
mingham formula and predicts a 10-year risk of cardiovas-
cular events.27 It comprises nine risk factors.28 Primary care
physicians have free access to the arriba module for cardio-
vascular prevention.29 Every software version in our sample
provided an interface to arriba or offered to implement one.
However, the programs seemed to vary the data they

Table 1 Risk scores included in this study

Cardiovascular risk scores Diabetes risk scores

- Pooled cohort equations: 9 variables
- Systematic Coronary Risk Evaluation: 5 variables
- arriba: 9 variables
- QRISK3: 21 variables

- German Diabetes Risk Score: 10 variables
- Finnish Diabetes Risk Score (adapted version): 8 variables

Fig. 1 Data accessibility evaluation matrix.
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supplied for arriba. Amore detailed analysis of data transfers
was impossible with trials that lack an active interface to
arriba. However, arriba provides a technical summary of the
interface. Two out of the nine variables (gender and date of
birth) are available as standard data. The remaining seven
variables (family history, antihypertensive treatment, sys-
tolic blood pressure, total cholesterol, high-density lipopro-
tein cholesterol, diabetes, and smoking status) refer to
preassigned selection/input fields.

Only one provider integrated additional cardiovascular
risk scores, including PROCAM/Framingham. No software in
our sample offered risk scores for diabetes.

Data Accessibility
The availability of data is a universal feature that can be
judged independently from the software. We assigned
values of accessibility to score variable data, ranging
from 1: difficult (additional effort required to obtain
data, usually by consulting external sources) to 3: easy
(basic claims data). Our evaluation of data standardization,
by contrast, considered the distinctive presentation of
variables in each software system in categories between
A (separate textbox using a standardized format) and C
(free text), as described above. We found similar levels of
data standardization in the different software systems.
Therefore, the presentation of our results is not organized
by software systems but a median summary. ►Figs. 3 to 6

show the results for cardiovascular risk scores. The size
of the circles varies according to the number of variables
per category. The figure’s caption provides detailed
information.

Results on data availability were mixed for all the scores
evaluated. At least one variable in each score concerns
cholesterol levels that necessitate laboratory testing. None-
theless, most data are available in the system or obtainable
by patient inquiry. A more differentiated picture emerged of
data standardization. All SCORE variables, for example, are
documented in a standardized way, while almost 30% of the
QRISK3 variables show medium-to-low standardization lev-
els. Overall, SCORE is the model with the smallest number of
variables and the best data accessibility, followed by PCE and
arriba, which use similar variables.

►Figs. 7 and 8 display the results for the diabetes risk
scores in our sample.

A direct comparison of the two scores reveals that GDRS
data are better available since no variable presupposes
laboratory tests. Half of the data are usually in the system,

Fig. 3 Data accessibility matrix PCE (A1: two variables, A2: two
variables, A3: three variables, B3: one variable, C2: one variable). PCE,
pooled cohort equations.

Fig. 2 Research approach.
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while the other half can be obtained from patients. FINDRISK
requires less accessible data on blood glucose levels to
determine cardiovascular risks. However, FINDRISK varia-
bles usemore standardized data than GDRS, which considers
nutrition in a more detailed way than FINDRISK (three
questions vs. one question).

Discussion

This study focused on risk score integration and integration
capability in electronic patient records for primary care
practices in Germany. We concentrated on cardiovascular
and diabetes diseases, both of which have a strong impact on
society as a whole although their risk factors are well known
and in part preventable by lifestyle changes.

Our results for risk score integration range overall from 0
to several risk scores. However, all systems provided an
interface to the arriba risk calculator, which determines
the risk score recommended by German guidelines. There
is limited evidence of risk score integration in primary care in
other countries. Yet, we have reason to assume that integra-
tion is rather low inmost countries, as hospital-based studies
from the United States or Spain suggest.17,30 We found
evidence of existing integration options in the United King-
dom, however, not for all primary care practices.31

Our integration capability assessment revealed a nuanced
picture. The data availability for cardiovascular risk calcula-
tionwas strongly diminished by cholesterol levels, which can
usually be accessed by means of laboratory blood assess-
ments. Therefore, risk score calculation is only possible if

Fig. 4 Data accessibility matrix SCORE (A1: one variable, A2: two
variables, A3: two variables). SCORE, Systematic Coronary Risk
Evaluation.

Fig. 5 Data accessibility matrix arriba (A1: two variables, A2: two
variables, A3: three variables, B3: one variable, C2: one variable).

Fig. 6 Data accessibility matrix QRISK3 (A1: two variables, A2: four
variables, A3: nine variables, B3: four variables, C2: two variables).

Fig. 7 Data accessibility matrix GDRS (A2: four variables, A3: one
variable, C2: five variables). GDRS, German Diabetes Risk Score.
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recent test results are available. Data standardization failed
for the variables “race/ethnicity” and “family history of
cardiovascular disease,” and sometimes for “smoking status.”
Consequently, risk score calculations cannot be completely
automated. An analysis by Aakre et al, who tested the current
capacity of automatic clinical score calculations extensively
with the electronic medical records of the Mayo Clinic,
confirmed that complete automation cannot be realized at
present. The atherosclerotic cardiovascular disease risk esti-
mator (PCE) achieved programmability of 89%. QRISK2, the
predecessor of QRISK3, had a programmability of 85%, and a
modified version of the Framingham coronary heart disease
risk score was automated to 86%.17 Aakre et al’s analysis did
not encompass SCORE and arriba.

Automated risk score calculations made progress in two
other areas. Within the past years, several standards have
been developed for data standardization and interoperabili-
ty.32 A higher level of interoperability will increase the
availability of data for risk score calculation. Another key
factor is the development of more advanced information
retrieval technologies, which can extract data from less
standardized formats, such as free text.

Nevertheless, more issues need to be solved to achieve
valid results. The data quality is primarily a technical prob-
lem. The prediction accuracy of risk scores does not only
depend on the validity of the score model but also on the
quality of input data.33 Today, professionals are chiefly
involved in providing the data that physician software stores.
However, this is likely to change when data generated by
patients will be integrated, as well. For example, Com-
puGroup Medical and Medatixx, two major physician prac-
tice software companies, already provide solutions that
allowpatients to share health datawith their physicians.34,35

An ethical issue is the question of how risk scores should
figure in decisions about further diagnostics or treatments. If
these decisions depend on the risk scores alone, failures of

risk prediction models would become intolerable,36 espe-
cially because of the performance differences that scores
inherit from different populations.37–39

Our analysis has several limitations. First, our focus on
German software systems means that our results are not
necessarily valid for other countries. However, studies from
the United States or the Netherlands reveal similar issues of
data availability and data standardization.40,41 Therefore, our
findings and suggestions for improvement might apply inter-
nationally. In addition, our analytical framework does not
consider any country-specific characteristics and thus can be
used for similar analyses in other countries. Second, our
analysis is based on software trials. These trials might not
always be the latest available version and lack some functions.
Our inquiries with the software contact persons admittedly
only reduced these shortcomings but did not fully eliminate
the risk of missing risk score-related functions. Test versions
also might not reveal issues related to practice setup or
customized features. To a certain degree, every software is
customizable to fit a physician practice’s individual needs.
Hence, our resultsmight not bevalid for every practice. Finally,
we neglected implementation issues beyond calculating the
score itself, such as workflow integration or alert fatigue.
However, these aspects must be taken into consideration to
succeed with the implementation of risk scores.42,43

Conclusion

None of the scores for diabetes risk assessment played a role
in the most used practice software. The most prominent
cardiovascular risk score, displayed in every software, was
not directly integrated but accessible through an interface.
Overall, our assessment revealed that the current state of
risk score integration in physician practice software is
rather low and unlikely to advance quickly due to obstacles
that persist also in the integration capability, including data
standardization. This issue will be settled when more
advanced information retrieval technologies become avail-
able. However, our results reveal the current gap between
what could be possible and what is technologically feasible,
and between the progress in research and the quotidian
practices of care.

Finally, technological solutions are only one aspect of
implementing risk scores in the real world. Future research
should develop a comprehensive framework to promote the
reasonable integration of risk scores into practice workflow,
disease prevention programs, and the awareness of physi-
cians and patients.

Clinical Relevance Statement

Risk scores can be a valuable tool for physicians as well as for
patients. However, in order to become an inherent part of
preventive care, it is essential to facilitate their implementa-
tion by keeping additional effort for physicians as low as
possible. The best way to achieve this objective is to integrate
risk scores into practice software and provide automated
score calculation.

Fig. 8 Data accessibility matrix FINDRISK (A1: one variable, A2: two
variables, A3: two variables, B3: one variable, C2: three variables).
FINDRISK, Finnish Diabetes Risk Score.
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Multiple Choice Questions

1. What is a common pitfall when it comes to clinical
decision support system implementation?
a. Wrong algorithms
b. Wrong hardware
c. Poor interoperability
d. Poor planning

Correct Answer: The correct answer is option c. Decision
support systems often exist as stand-alone systems or
systems, which communicatewith each other ineffective-
ly. In the future, users are very likely to benefit from the
ongoing development of and agreements on interopera-
bility standards.

2. Which of the following statements on arriba score is
correct?
a. arriba a diabetes risk score
b. arriba comprises five variables
c. arriba is based on the Framingham formula
d. arriba is mandatory due to the German medical

guidelines

Correct Answer: The correct answer is option c. arriba is a
9-variable risk score for cardiovascular disease, based on
the Framingham formula. It is recommended by the
German Medical guidelines, however not mandatory.
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