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Summary

Background: Coronavirus Disease (COVID-19) is currently
spreading exponentially around the globe. Various digital
health technologies are cumently being used as weapons in the
fight against the pandemic in different ways by countries. The
main objective of this review is fo explore the role of digifal
health technologies in the fight against the COVID-19 pan-
demic and address the gaps in the use of thesg technologies for
fackling the pandemic.

Methods: We conducted a scoping review guided by the Joanna
Briggs Institute guidelines. The articles were searched using
electronic databases including MEDLINE (PubMed), Cochrane
Library, and Hinari. In addition, Google and Google scholar were
searched. Studies that focused on the application of digital health
fechnologies on COVID-19 prevention and control were included

1 Background

In recent decades, the world has seen a
dramatic rise in global pandemics, from the
Severe Acute Respiratory Syndrome (SARS)
pandemic in 2003 to Avian Influenza in 2006,
HINT influenza in 2009, Middle East Respi-
ratory Syndrome (MERS) in 2012, Ebola
in 2014, the appearance of the Zika virus
in Latin America in 2015. These pandemics
are inextricably bound up in modern so-
cio-technical developments and processes of
globalization [1-3]. In early 2020, the World
Health Organization declared a new pan-
demic, caused by Severe Acute Respiratory
Syndrome Coronavirus-2 (SARS-CoV-2),
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in the review. We characterized the distribution of technological
applications based on geographical locations, approaches fo
apply digital health fechnologies and main findings. The study
findings from the existing literature were presented using themat-
ic content analysis.

Resulis: A tofal of 2,601 potentially relevant studies were
generated from the inifial search and 22 studies were included
in the final review. The review found that felemedicine was used
most frequently, followed by electronic health records and other
digital fechnologies such as arfficial infelligence, big data, and
the infernet of things (loT). Digifal health fechnologies were
used in multiple ways in response to the COVID-19 pandemic,
including screening and management of patients, methods fo
minimize exposure, modelling of disease spread, and supporting
overworked providers.

a previously unknown SARS virus variant
[1, 4]. SARS-CoV-2 causes the infectious
disease known as COVID-19. Characteris-
tic of a pandemic in general, COVID-19 is
spreading around the globe exponentially,
causing considerable disruption not only
on the health system but also on the world
economy. Compared with SARS and MERS,
COVID-19 spreads more rapidly owing to
increased globalization, a longer incubation
period, and asymptomatic transmission.
The management and control of pandem-
ics represent a unique challenge to health
systems because novel infectious diseases
can be transmitted rapidly to others and thus
require a focus on early detection and treat-

Conclusion: Digital health fechnologies like telehealth, mHealth,
electronic medical records, artificial infelligence, the intemet of
things, and big data/intemet were used in different ways for the
prevention and control of the COVID-19 pandemic in different
setfings using multiple approaches. For more effective deploy-
ment of digital health fools in times of pandemics, development
of a guiding policy and standard on the development, deploy-
ment, and use of digital health tools in response fo a pandemic
is recommended.
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ment, surveillance, and outbreak control.
Applications of digital health technologies
like artificial intelligence, telehealth, mobile
health, big data, 5G, and the Internet of
Things (IoT) may be useful to support the
control of a pandemic [3, 6].

Digital health technologies (DHTSs) have
played an important role in pandemics, aid-
ing understanding of the disease, improving
diagnostic tools, and controlling the spread
of the infection [4]. DHTSs bring health
services directly to people’s homes and un-
derserved communities that make health care
more responsive and productive [6]. It has
been reported that DHTSs such as telehealth,
when used for health surveys and data collec-



tion, surveillance, health awareness-raising,
and decision support systems from different
sources can be used to prevent and control
pandemics or outbreaks without disrupting
the regular social order [7, 8]. The use of
digital tools such as contact tracing apps
to monitor outbreaks and their extent, and
online consultations to help keep health pro-
fessionals and patients safe while providing
continued care are some of the ways that the
potential of digital health has been harnessed
during the COVID-19 pandemic [9].

The COVID-19 pandemic has chal-
lenged health systems in many ways and it
is critically important to fight COVID-19
effectively. In line with this, digital health
solutions provide an opportunity to optimize
time and human resources in the fight against
the pandemic. These solutions facilitate
communication between community mem-
bers, hospitals, and health care providers
[10]. Yet, there are few reviews for how
DHTSs contribute to pandemics, especially
COVID-19. A rigorous scoping review that
examines the role of DHT in preventing
and controlling the COVID-19 pandemic is
needed to examine how DHTSs were rapidly
deployed to support COVID-19 response.

We used a Population, Concept, and
Context (PCC) framework developed by
the Joanna Briggs Institute (JBI) to frame
our primary research questions as follows:
1. What is the available evidence on the

role of digital health technologies in the

prevention and control of COVID-19?
2. What were the barriers that influence the

practice of digital health technologies in

the prevention and control of the COVID

-19 pandemic?

To answer these questions, we aimed to map
the evidence of digital health technologies on
COVID-19 pandemic control and barriers
during the application of these technologies.

2 Methods

Our scoping review aimed to map the
available evidence on the role of DHTs,
such as electronic health records, mHealth,
telehealth, and artificial intelligence for
preventing and controlling COVID-19.

2]
|

Mapping the Role of Digital Health Technologies in Prevention and Control of COVID-19 Pandemic: Review of the Literature

Table T Lists of the inclusion and exclusion criteria of studies for the scoping review

Inclusion criteria

Exclusion criteria

= Both quantitative and qualitative studies

= Studies related to the role of digital health fechnologies
to manage the COVID-19 pandemic

= Studies published in the English language

= Studies published in peer-reviewed journals

= (ase reports

= |ndividual views or “perspective” pieces

= |iterature reviews

= Studies published in a language other than English
= Studies published in preprint literature

This review was conducted within the
Reporting Items for Systematic Reviews
and Meta-Analyses extension for Scoping
Reviews (PRISMA-ScR) checklist and it
was guided by the Joanna Briggs Institute
scoping review guidance [11].

2.1 Eligibility Criteria
See Table 1.

2.2 Data Sources and Search
Strategy

A comprehensive search was performed
on the following databases: MEDLINE
(PubMed), Cochrane library, Hinari',
Google, and Google Scholar advanced da-
tabases. Medical Subject Headings (MeSH)
terms were used for searching and Boolean
operators (AND, OR) were used to specify
combinations of search terms. The follow-
ing keywords and medical subject headings
were used:
¢ For coronavirus: COVID-19 OR “coro-
navirus pandemic” OR pandemic OR
“public health epidemics” OR “global
pandemics” OR “disease outbreaks” OR
coronavirus OR “coronavirus 2019” OR
“novel coronavirus disease 2019” OR
SARS-CoV-2

Hinari Programme set up by World Health
Organization together with major pub-
lishers, enables low- and middle- income
countries to gain access to one of the
world’s largest collections of biomedical
and health literature. (https://www.who.
int/hinari/en/)

AND

o For digital health technologies: “health
informatics” OR “clinical informatics”
OR “(computer science, medical)” OR
“health information technology” OR
informatics OR “medical computer
science” OR “medical records systems”
OR “electronic health records” OR “bio-
medical informatics community” OR
telemedicine OR telemed OR “telehealth
eHealth” OR mHealth OR “electronic
health records” OR “electronic medical
record” OR “patient-facing technology”

AND
e Prevention OR control OR Management.

The search was performed from October
09, 2020 to October 12, 2020. Additional
relevant articles were identified by search-
ing the reference lists of full-text articles
studies published up to the last searched
date of October 12, 2020, were included
(Supplement File 1).

Initial searches were performed by
an author (DA), who has experience in
systematic reviews. Screening of titles,
abstracts, and full texts was conducted
independently by two authors (DA and
KD). In this process, a second reviewer was
blinded to the primary reviewer’s decision
for selecting the articles; this helped to mit-
igate the risk of bias during the assessment
stages of the reviews. Any differences of
opinion were discussed, and a consensus
was reached; otherwise, a third reviewer
(BT) was involved to arbitrate any issues
that remained unresolved.
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2.3 Data Extraction

Two authors (DA and BF) extracted the data
independently and compared the results.
We extracted the following data from each
study: author name, year of publication,
country, types of digital health technology
used, purpose(s) of applying digital health
technology, service users, study design,
approaches to applications of digital health
technologies to address COVID-19, the
study main findings, and barriers to imple-
mentation or adoption (Table 1).

2.4 Analysis

Based on the methodological framework
for scoping reviews [12], we were able to
present our narrative account of findings
in two ways. First, attention was given
to the basic numerical analysis, and the
distribution of the studies included in the
review. We determined the distribution of
electronic technologies used in COVID-19
prevention and control by geographical
location. Second, the study findings from
the existing literature were evaluated using
thematic content analysis. Our narrative was
then structured around the categories derived
from the included study results or outcomes.
These categories were: 1) types of commonly
used digital health technologies, approaches
or methods of application of digital health
technologies for pandemic prevention and
control; 2) the main role of the digital health
technologies; and 3) barriers for the proper
use of digital health technologies to prevent
and control the pandemic.

3 Results

The initial search generated 2,601 articles.
After duplicates were excluded, 2,431
articles remained. Titles and abstracts of
the remaining articles were screened for
potential eligibility. We excluded most of
these potentially relevant papers (89.6%)
based on a review of the title (n=1,188) or
abstract (n=991). As a result, a total of 252
articles were eligible for full-text screening.
After screening, 230 articles were excluded
due to: lack of relevant information (n=74,
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32.2%), for example, no information about
DHTs rather provide information only about
COVID-19 and other infectious diseases;
electronic technologies applied for other
types of disease such as HIV/AIDS, tuber-
culosis, or diabetes mellitus (n=99, 43%);
focus only on health information technology
in general, such as for communication and
academic education (n=36, 15.7%). Another
21 (9.1%) documents, representing per-
spective articles or literature reviews were
excluded (Figure 1).

3.1 Characteristics of Included
Studies

Of'the 22 included studies 13 (59%) of them
were from the USA [6, 13-24], three were
from China [25-27], two were from Iran [28,
29], Australia [16], Spain [30], Canada [31],
and Taiwan [32] each contributed one (Table
2). The use of digital health technologies
to combat COVID-19 was predominantly
reported by North American studies (64%),
followed by Asia (27%).

Records identified through
database searching (n=2300)

PubMed=2225, Cochrane=0

Additional record identified
through other sources (n=301)

Google =200, Google

Duplicates

removed=170

Hinari =75 scholar=101
§
&
Records identified (n=2601)
A4

.g Records screened
s
2 (n=2431)
v

Records excluded after
title and abstract
screening (n=2179)

Title (n=1188), Abstract

r

\ 4

(n=991)

Full-text article assessed
for eligibility (n=252)

Full text articles excluded for
additional reasons (n=230)

e Lack of relevant
information (n=74)

Electronic
technologies applied
for other types of
disease (n=99)

2
g
2
[
v
~ Studies included
ol e o
3 for scoping review
=
-3 n=22
g (n=22)

e Focused only on
health technologies
importance (n=36)

e Expertise view and

literature reviews
(n=21)

Fig. 1 Flow Diagram for the scoping review process adapted from the PRISMA statement by Moher and colleagues (2009)
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Review of the Literature

1C:

Mapping the Role of Digital Health Technologies in Prevention and Control of COVID-19 Pandem
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3.2 What Is the Available Evidence
for the Role of Digital Health
Technologies for Preventing and
Controlling Coronavirus Pandemic?

3.21 Purpose of Digital Health Technologies
Applied for COVID-19 Pandemic

Different digital health technologies were
applied by health care providers for dif-
ferent purposes to prevent and control the
COVID-19 pandemic at the community and
health care facility levels. These technologies
were categorized as telemedicine, Electronic
Health Record, Artificial Intelligence, and
Internet of Things. In this scoping review,
the most frequently used technologies were
telemedicine, including telehealth and
mHealth [6, 15-24, 27-31], and electronic
health records [13, 14, 26, 32]. Less fre-
quently used technologies include artificial
intelligence [6, 13], 5G+ [6, 25], and the
Internet of Things [6] (Table 2).

3.2.2 Telemedicine and mHealth

Physicians, infectious disease epidemiolo-

gists, medical students, and others used tele-

medicine-based technologies to manage care
and to prevent and control the COVID-19
pandemic in the following ways:

o To give health care to the children in their
home and to support stay-home orders
and to maintain social distancing [15];

o To care for, consult with, and to screen
patients during the COVID-19 pandemic
where clinical service is not well orga-
nized [16] ;

¢ Toidentify barriers to the implementation
of telehealth during the control of the
COVID-19 pandemic [17];

o To enable patients to connect with their
healthcare provider at a distance using
telemedicine to reduce health care pro-
vider burnout during COVID-19 [29] ;

o To evaluate the effectiveness of a tele-
consultation protocol with patients who
had respiratory symptoms in the face of
reduction of the availability of personal
protective equipment in a hospital emer-
gency service during the COVID-19
pandemic [30];

¢ To highlight the importance of effective
disease control and contact tracing, to

[MIA Yearbook of Medical Informatics 2021

reducing the pressure on the medical
staff and health care workers, to improve
their medical judgment and performance
abilities, and to educate physicians and
other health professionals who have not
previously encountered COVID-19 cases
and who are not familiar with the clinical
and radiological presentations of the dis-
ease [28];

o To outline current health care strategies
for harnessing telehealth solutions for
COVID-19 emergency preparedness and
acute emergency care and minimize front-
line provider exposure and to conserve
personal protective equipment [21];

o To adopt telehealth for the entire spec-
trum of activities used to deliver care at
a distance for the three phases of stay-
at-home: (1) outpatient care, (2) initial
COVID-19 hospital surge, and (3) post-
COVID recovery [22];

¢ To develop and test the feasibility of a vir-
tual care program and automated e-mail
notifications for self-isolating outpatients
diagnosed with COVID-19 [31];

o To assess live, interactive telemedicine
during the COVID-19 pandemic to
provide remote medical screening and
assessment [24].

3.2.3 Electronic Health Records (EHRs)

Countries used EHRs for different purposes.

These included:

o Using cloud-based or locally maintained
EHRs to document and integrate the re-
cent history of travel from customs and
immigration databases to supplement,
in turn, centralized cloud-based health
records maintained by national health
institutes [13, 32];

o Using EHRs to explore the need for
national digital health technology on
prevention and control of COVID-19 and
to illustrate how new digital information
technologies can enable effective control
of the pandemic, such as realized in the
development and successful 72-hour de-
ployment of the Honghu Hybrid System
for COVID-19 in the city of Honghu in
Hubei [14, 26];

¢ Creating a protocolized triage system was
developed and embedded into multiple
EHR templates which could be rapidly

updated as screening guidance evolved
[13]. Another example was the Honghu
Hybrid System for the collection, inte-
gration, standardization, and analysis of
COVID-19-related data from multiple
sources, which includes a case reporting
system, diagnostic labs, electronic med-
ical records, and social media on mobile
devices [26].

3.24 Arificial Intelligence (Al) and
Internet of Things (loT)

To manage, prevent, and control the

COVID-19 pandemic; health care providers

used Al and [oT for the following purposes:

¢ To understand the actions taken by the
health informatics community in China
during the COVID-19 outbreak and
developing a digital health technology
framework for epidemic response based
on digital health technology-related mea-
sures and methods by using [oT [25];

o To support health system efforts to pre-
pare for the current pandemic challenges
associated with the risk by using AI [13];

o To assess the role of digital health tech-
nology in a global Public Health Emer-
gency by using both Al and [oT [6];

o Managing information and facilitat-
ing clinical management related to
COVID-19 including screening and con-
sultation services, predicting modelling
and turning point projection (6)

3.3 What Was the Additional
Importance of Using Digital Health

Technologies for the Prevention
and Control of COVID-19?

3.3.1 Exchanging Health Information and
Minimizing Pandemic Exposure

The applications of DHTs had contributed
to exchanging information and preventing
exposure of health care providers and pa-
tients to COVID-19. Telemedicine activities
avoid close contact and decrease the latent
COVID-19 infection chance, limit disease
spread, reduce health care workers exposure,
minimize patient-doctor spread, and help to
streamline decisions made in the first stage
of care of suspected COVID-19 patients [21,



27]. Patient-facing telemedicine platforms
included a COVID-19 information page,
which updated the latest information in
real-time, including providing community
patients with symptom information through
online clinic consultation services, instruc-
tions for quarantine processes at home,
personal protection applications, and when
to seek medical attention [19, 21, 27, 30].

3.3.2 Early Test, Isolation, and Treatment
During the Outhreak

Through combining health technology
and health care systems, remote sharing of
high-quality medical resources and real-time
information interaction can be achieved [6].
In addition, diagnostic efficiency and disease
course can be improved. Using electronic
health record components such as screening
protocols, system-level EHR-templates,
COVID-19 operational dashboards, and
communication channels, rapid screening
processes, and laboratory testing, clinical
decision support, and patient-facing technol-
ogy related to COVID-19 were achieved [6,
13]. Digital health technologies such as tele-
medicine network virtual care platforms and
cloud-based hardware helped strengthen the
checkpoints on the full chain of COVID-19
control, including “early test, early report,
early isolation, and early treatment” during
the outbreak [25, 28, 31].

3.3.3 Remote Consultation and Reducing
Psychological Stress

The application of telemedicine by health
care providers reduces the major causes of
psychological distress among healthcare
workers by reducing long work hours, sleep
disturbances, debilitating fatigue, and fear of
getting an infection that could also put their
family at risk of infection. Furthermore, it
protects patients who otherwise might come
to the hospital and thus decreases contact
with health care providers [15, 29].

3.34 Reduce Crowding of Health Service
and Care Provider Burnout

Telehealth was a crucial tool during the
COVID-19 pandemic and allowed in most
cases, for the closing of some service de-
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livery gaps and as a financial lifeboat for
health care practices [17]. It also increased
other clinical care and healthcare operations
access during COVID-19 [17, 18]. Devel-
oping telemedicine platforms by using
web-based software reduced close contact
of health care providers with the patient,
minimized exhaustion and burnout of care
providers, and minimized misdiagnosis of
COVID suspected cases [23, 28].

3.3.5 Digital Health Technologies to Assist
Epidemiologists and Infectious Disease
Professionals

In addition to the specific types of digital
health information technology modalities
described above, our review found that the
application of digital health technologies
(DHTs) was important to controlling and
preventing the COVID-19 pandemic. A
study in China revealed that DHTs were
effective for the prediction of epidemic
trends, tracking of close contacts, and
remote diagnosis of COVID-19 pan-
demics. This will help public health
decision-makers to develop COVID-19
pandemic prevention and control strategies
[33, 34]. Additionally, these technologies
will facilitate effective COVID-19 vaccine
delivery by tracking vaccine individuals,
managing the data, and maintaining the
cold chain [34].

3.4 What Were the Barriers That
Influence the Practice of Digital
Health Technologies During
COVID-19 Prevention and Control
of the Pandemic?

The COVID-19 pandemic has had an im-
pact on public health infrastructure neces-
sitating the development and use of digital
health technologies. The need to frequently
adjust this technology to meet rapidly
evolving requirements, communication
and adoption to coordinate the needs of
multiple stakeholders for controlling and
management of the pandemic pushed the
need to use digital technologies even fur-
ther. During the period covered by these
reviews, some barriers reduced the effec-

tiveness of the prevention of COVID-19.
These barriers are mainly centered in three
categories: patients, health care providers,
and financial issues [16, 18, 25].

Some of the commonest barriers were:
clinician’s unwillingness to adopt tele-
health due to limited telehealth training in
medical, nursing and allied health pre-reg-
istration curricula [16], the economic
incentive for doctors (doctors and their
staffs time), and for system integrators
and device manufacturers to develop the
technology [17]. The old people were not
also comfortable with technologies, the
inability of family members or caregivers
to assist owing to self-isolation require-
ments, increase the number of COVID-19
case over time, the lack of a reimbursement
incentive, and economic incentives for
health care providers. Additionally, limited
English proficiency, internet service inter-
ruption, and inaccessibility of smartphones
were the barriers of digital technologies
service to be effective for controlling and
preventing the pandemics [15, 18, 31].

Various papers revealed that there are
different barriers to apply DHTs proper-
ly; such as lack of technical supporter,
interference with a patient-provider rela-
tionship, increased patient anxiety, cost
of digital health equipment, and lack of
integration of technology with clinical
workflow [35, 36].

The current review showed that lim-
ited English proficiency of the patients,
internet interruption, inaccessibility of
smartphone, limited telehealth training
for health care providers were some
barriers reduced the effectiveness of the
digital health technologies. This is also
supported by a WHO review in which
disparities in digital literacy and access to
equipment, broadband, and the internet are
important for increasing the effectiveness
of telemedicine on COVID- 19 pandemic
prevention [37]. This indicates that there is
aneed for immediate action by responsible
stakeholders to facilitate the application
of electronic technologies to reduce the
burden of the pandemics and to recover the
normal life of the world people especially
countries which do not have good health
care system [38-40].

[MIA Yearbook of Medical Informatics 2021
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4 Discussion

Our aim in this review was three-fold: 1) to
map the role of digital health technologies
on prevention and control of the COVID-19
pandemic; 2) to understand how the digital
technologies have been applied to prevent
the pandemic; and 3) to investigate the main
barriers to the use of these technologies for
tracking the pandemic.

About two-thirds of published studies
on digital technologies for preventing and
controlling the COVID-19 pandemic were
from North America followed by Asia.
Furthermore, we found that there were no
published studies from Africa and limited
studies from Europe and Australia. Our
review found that the most commonly used
DHTs to track COVID-19 pandemics were:
telehealth, mHealth, EHRs, Al and IoT.
This finding is supported by prior analyses
in which these digital health technologies
were used to control and manage the Ebola
and Zika [41, 42] pandemics using similar
approaches.

We found that the internet provides a
variety of web-based services for the public
during the outbreak, including video con-
sultation, screening, and diagnosis. These
services support the health care provider
to identify a suspected case of COVID-19
and to provide medical and psychological
advice to patients with the disease. Our
review found that health care providers
applied DHTs using different approaches
for preventing and controlling coronavirus
2019. For instance, online clinic consulta-
tion, updating information on COVID-19
for the community, video and telephone
consultation, and a multi-source platform
that integrated data monitoring, exchange,
and feedback mechanisms for pandemics-re-
lated issues.

This review suggests that digital health
technologies like telehealth, EHRs, Al IoT,
and telemedicine platforms contributed to
reducing COVID-19 exposure and transmis-
sion from person to person by exchanging
health information, early testing and diag-
nosis, early isolation, early treatment during
the outbreak, and remote consultation. This
potentially helps to reduce burnout of health
care providers, psychological stress, and
overcrowding of health facilities. Also, it
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facilitates real-time information interaction
and provides support for data-driven deci-
sion-making in the time of this pandemic
and increasing susceptibility to COVID-19
especially for the elderly and those with
comorbid conditions [9, 43].

As we have seen, elderly people who
might not be comfortable with technologies,
the inability of family members or caregivers
to assist owing to self-isolation requirements,
increase the number of COVID-19 case over
time, the lack of a reimbursement incentive,
and economic incentives for health care
providers are the most common barriers
that decreased the effectiveness of DHTs
application for prevention and control of
COVID-19.

To expand the DHTs for the next pan-
demic, it is recommended that providing a
variety of web-based services for the public
during the outbreak, including screening and
consultation service; forming a multisource
platform that integrates data monitoring,
exchange, convergence, and feedback mech-
anisms for the pandemics-related parties, and
offering COVID-19 specific remote patient
monitoring solutions.

Though this review uses a comprehensive
search strategy from various databases,
scoping reviews are broad and provide an
overview of existing literature regardless
of quality, providing a broad and contex-
tual overview in comparison to systematic
reviews. A formal assessment of method-
ological quality is not undertaken when con-
ducting a scoping review and synthesis of the
incorporating studies, nor is a demonstration
of cause-and-effect relationships. Excluding
grey literature and languages other than En-
glish are additional limitations of the review.

5 Conclusion

The current scoping review showed that
using DHTs are effective in the prevention
and control of the COVID-19 pandemic.
These digital health technologies are princi-
pally used for the early test, report, isolation,
treatment, exchanging information, remote
consulting, reducing the overcrowding of
health care facilities, minimizing burnout of
health care providers, and model prediction

COVID-19. The lessons learned during the
COVID-19 pandemic should be applied
to future digital health technologies that
seek to support health system response to
a pandemic.
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