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Objective Usability of electronic health records (EHRs) remains challenging, and poor
EHR design has patient safety implications. Heuristic evaluation detects usability issues that
can be classiﬁed by severity. The National Institute of Standards and Technology provides a
safety scale for EHR usability. Our objectives were to investigate the relationship between
heuristic severity ratings and safety scale ratings in an effort to analyze EHR safety.
Materials and Methods Heuristic evaluation was conducted on seven common
mobile EHR tasks, revealing 58 heuristic violations and 28 unique usability issues.
Each usability issue was independently scored for severity by trained hospitalists and a
Human Factors researcher and for safety severity by two physician informaticists and
two clinical safety professionals.
Results Results demonstrated a positive correlation between heuristic severity and safety
severity ratings. Regression analysis demonstrated that 49% of safety risk variability by
clinical safety professionals (r ¼ 0.70; n ¼ 28) and 42% of safety risk variability by clinical
informatics specialists (r ¼ 0.65; n ¼ 28) was explained by usability severity scoring of
problems outlined by heuristic evaluation. Higher severity ratings of the usability issues
were associated with increased perceptions of patient safety risk.
Discussion This study demonstrated the use of heuristic evaluation as a technique to
quickly identify usability problems in an EHR that could lead to safety issues. Detection
of higher severity ratings could help prioritize failures in EHR design that more urgently
require design changes. This approach is a cost-effective technique for improving
usability while impacting patient safety.
Conclusion Results from this study demonstrate the efﬁcacy of the heuristic evaluation
technique to identify usability problems that impact safety of the EHR. Also, the use of
interdisciplinary teams for evaluation should be considered for severity assessment.
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Background and Signiﬁcance
Over the past 15 years, health care in the United States has
evolved with the rapid deployment of electronic health records
(EHRs).1 The pace of this change has primarily been driven by
federal regulations and stimulus funds2 with the aim of
improving the quality and safety of health care.3 Unfortunately,
the pressure for the rapid development and deployment of
EHR by EHR vendors often leads to suboptimal designs,
ultimately resulting in poor interface usability and difﬁculties
with integration into existing workﬂow.4 In an attempt to
address these concerns, the Ofﬁce of the National Coordinator
for Health Information Technology (ONC) published regulations in 2014 entitled “Safety-enhanced Design” within its EHR
certiﬁcation requirements. These regulations focused on usercentered design and usability testing in an effort to drive
improvement in EHR workﬂows, efﬁciency, and patient
safety.5 User-centered design is a process framework in which
representative end users are engaged early and often throughout the design and development process.6 Interviews and
observation techniques are used to understand end-user
requirements and conceptual models before design work
begins.7 Usability testing is a technique in which representative users are observed as they complete tasks with a software
application or prototype in a controlled setting. Objective and
subjective data are collected to determine areas where the
application works well or needs improvement. Usability testing has been shown to be an effective technique for discovering
usability issues in medical applications.8
Another popular method that is used to detect usability
issues is heuristic evaluation.9 Heuristic evaluation was ﬁrst
described by Nielsen and Molich10 as an “informal method of
usability analysis” and is deﬁned as being more cost-effective
than usability testing.11 Heuristic evaluations may be used to
capture usability issues, though the number of issues found
varies depending on the number of evaluators.11 In addition,
heuristic evaluation is not viewed as a substitute for usability
testing.12 To execute this technique, a software interface is
assessed by trained evaluators based on 10 design rules, or
heuristics, for a set of representative user tasks. For every
interaction, user decision, and prompt, reviewers designate
whether each heuristic is either obeyed or violated.13 The
heuristic violations are grouped into usability issues and
then rated for severity, which helps determine whether the
violation is minor (e.g., aesthetic) or catastrophic (e.g., serious
redesign required). Although heuristics can be used to establish
severity of design ﬂaws, they do not speciﬁcally address how
violations might impact patient safety when used in health
care. Zhang et al applied Nielsen’s heuristic evaluation to
medical devices and expanded the number of heuristics from
10 to 14.14,15 Zhang et al reasoned that since a majority of safety
issues arose from user error and not device failure,16 it was
important to identify usability issues that could, in turn, reduce
the potential for safety events. Subsequently, Zhang et al’s
heuristics have been used to evaluate several different medical
products including infusion pumps in the intensive care unit,17
medical information web pages,18 and telemedicine systems.19
In addition, researchers have employed portions of Zhang et al’s
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heuristics to expedite the heuristic evaluation process even
further for a medical information prototype.18
While some literature suggests that EHRs have improved
both quality and safety of health care,20,21 signiﬁcant safety
risks in patient care continue to be associated with the use of
EHRs.22,23 These risks include morbidity and mortality,24
diagnostic errors,25 disruptions in clinical workﬂow, and
negative effects on patient–provider interactions.26 These
safety issues have led to a call to be more proactive in
preventing errors through better EHR design.23,27,28 In
2012, The National Institute of Standards and Technology
(NIST) published a document that outlines a safety rating
system for EHRs,29 whereas Borycki et al developed an
evidence-based safety heuristics methodology for health
information systems.30 This study seeks to understand if a
relationship exists between the level of severity of heuristic
evaluation violations (Nielsen31 and Zhang et al15) and safety
risk severity as deﬁned by the NIST safety scale.29

Materials and Methods
To investigate a possible relationship between usability severity scale scores and safety severity scale scores, seven speciﬁc
provider tasks using a native mobile EHR application that has
been commercially available and in use for more than 5 years
were evaluated. None of the authors or evaluators in this study
was involved in the design or development of the EHR application. The following commonly used tasks within a tertiary
pediatric health center were used for the evaluation:
•
•
•
•
•
•
•

Order a chest X-ray.
Cancel the previously ordered chest X-ray.
View immunization history.
Start a progress note.
Locate a specialist note.
Dictate a progress note.
Capture a picture of a simulated wound.

The tasks were selected as commonly used tasks for
patient care within the mobile application that incorporated
different workﬂows including record review, provider order
entry, provider documentation, and media capture. It should
be noted that medication ordering, one of the most common
tasks in provider workﬂow, was not available in the mobile
application at the time of the study and therefore could not
be included in the analyzed tasks.

Procedure
The task evaluation process was divided into two phases. Phase
1 consisted of the heuristic evaluation that identiﬁed usability
issues and applied severity ratings to each usability issue. This
evaluation was then followed by Phase 2, wherein a different
group of evaluators rated safety severity (speciﬁc to patient
safety) for each usability issue identiﬁed in Phase 1.

Phase 1: Heuristic Evaluation
Using the Nielsen–Shneiderman heuristics that have been
adapted for medical devices (►Table 1),15 two practicing
pediatric hospitalists and one human factors researcher each
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Table 1 Nielsen–Shneiderman heuristics for medical devices
Name [abbreviation]

Definition

Consistency and standards [consistency]

Users should not have to wonder whether different words, situations, or
actions mean the same thing. Standards and conventions in product design
should be followed.

Visibility of system state [visibility]

Users should be informed about what is going on with the system through
appropriate feedback and display of information.

Match between system and world [match]

The image of the system perceived by users should match the model the users
have about the system.

Minimalist [minimalist]

Any extraneous information is a distraction and a slowdown.

Minimize memory load [memory]

Users should not be required to memorize a lot of information to carry out
tasks. Memory load reduces users’ capacity to carry out the main tasks.

Informative feedback [feedback]

Users should be given prompt and informative feedback about their actions.

Flexibility and efﬁciency [ﬂexibility]

Users always learn and are always different. Give users the ﬂexibility of
creating customization and shortcuts to accelerate their performance.

Good error messages [message]

The messages should be informative enough such that users can understand
the nature of errors, learn from errors, and recover from errors.

Prevent errors [error]

It is always better to design interfaces that prevent errors from happening in
the ﬁrst place.

Clear closure [closure]

Every task has a beginning and an end. Users should be clearly notiﬁed about
the completion of a task.

Reversible actions [undo]

Users should be allowed to recover from errors. Reversible actions also
encourage exploratory learning.

Use users’ language [language]

The language should be always presented in a form understandable by the
intended users.

Users in control [control]

Do not give users the impression that they are controlled by the system.

Help and documentation [document]

Always provide help when needed.

Source: Adapted from Zhang et al.15

performed an initial heuristic evaluation of the seven designated tasks.
Prior to the heuristic evaluation, the human factors
researcher trained both hospitalists on the method of heuristic evaluation. The training process included practice using
several examples from the study by Zhang et al.14 The
hospitalists had more than 6 months of experience using
the native EHR mobile application to be evaluated. To better
understand the phase 1 method, see ►Fig. 1.
The human factors researcher initially performed her own
heuristic evaluation of each task in a separate session. Then
the hospitalists performed each task in independent sessions
with the human factors researcher, who recorded the heuristic evaluation results of the hospitalists, asked clarifying
questions, and recorded individual anecdotal comments in
each session. The hospitalists were blind to each other’s
results as well as to the results of the human factors
researcher. After the heuristic evaluations were completed
and the speciﬁc violations were identiﬁed, both hospitalists
and the human factors researcher held a subsequent consensus review session to deﬁne the usability issues corresponding to the heuristic violations from each task. The
deﬁned usability issues were then assigned a single severity
scale score based on the following three principles from
Nielsen:31 The frequency (rare vs. common) with which the
problem occurs, the impact (easy or difﬁcult to overcome) of
Applied Clinical Informatics
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the problem if it occurs, and the persistence (occurs sometimes or always in a task workﬂow) of the problem. Issues
were given a rating from 0 (no problem) to 4 (usability
catastrophe) (►Table 2, column 1).

Phase 2: Safety Evaluation
Considering its potential effect on patient safety, usability is a
particularly important aspect of EHR design. Usability issues
can lead to user error, which, in turn, can have potential
safety consequences for patients. Because the heuristic evaluation severity scores are speciﬁc to usability and do not
take into account issues that may contribute to patient safety
risk (e.g., the violation could contribute to patient mortality
or morbidity through workarounds or inappropriate
actions), the decision was made to recruit independent
raters to examine the usability issues strictly on the premise
of patient safety using a proposed safety severity scale. The
NIST safety scale was developed as part of an EHR usability
protocol (NISTIR 7804–1).29 The safety scale evaluation was
individually and independently performed by one boardcertiﬁed pediatrician and clinical informatics specialist, one
board-certiﬁed pediatric intensivist and clinical informatics
specialist, and two clinical safety ofﬁcers certiﬁed by the
Board for Professionals in Patient Safety. All received identical training at the beginning of their individual sessions on
the NIST safety scale. All were blind to the initial usability
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Fig. 1 Phase 1 methods ﬂow diagram.

Table 2 Rating severity scale level deﬁnitions by type
Rating

Heuristic (Nielsen31)

Safety (Lowry et al29)

0

I do not agree that this is a usability problem at all

No issue/not applicable

1

Cosmetic problem only:
need not be ﬁxed unless extra time is
available on project

Minor:
potential for lower quality of clinical care due to decreased
efﬁciency, increased frustration, or increased documentation
burden or workload

2

Minor usability problem:
ﬁxing this should be given low priority

Moderate:
potential for workarounds that create patient safety risks

3

Major usability problem:
important to ﬁx and therefore should be
given high priority

Major:
potential for patient morbidity

4

Usability catastrophe:
imperative to ﬁx this before the product
can be released

Catastrophic:
potential for patient mortality

severity ratings of the heuristic evaluation (neither physician
had been involved in the initial heuristic evaluation sessions). Each participant then reviewed each previously
identiﬁed usability problem and rated the severity according
to the safety severity scale (►Table 2, column 2).
The data were analyzed using R statistical software. The
combined maximum safety severity score among physician
informaticists and the combined maximum safety severity
score among clinical safety professionals were used in all
summary comparisons. The maximum safety scores were
used for this analysis because it aligns with the “speaking up”
movement within patient safety. “Speaking up” refers to

encouraging individuals to voice safety concerns regardless
of the perceived certainty or popularity related to the concern. Summary comparisons included correlation with
usability severity scores and comparative odds of having
given a low, medium, or high safety severity score.

Results
A total of 21 unique usability issues corresponding to 58
heuristic violations were identiﬁed across the seven
tasks. ►Fig. 2 summarizes the ﬁndings of Phase 1. The bars
on the left of the ﬁgure depict the total number of heuristic
Applied Clinical Informatics
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Fig. 2 The summary of heuristic violations and usability problems identiﬁed by task. Shading for usability issues on the right depicts various
frequencies of problem severity.

violations for each task, whereas the bars on the right side of
the ﬁgure show the usability issues based on the corresponding heuristic violations. The shading of the bars on the right
also depicts the severity score and frequency of that score for
each usability problem (see ►Fig. 2). Task 1, for example, had
17 heuristic violations resulting from six usability issues;
some of the usability issues were associated with multiple
heuristic violations. The shading on the right for task 1
indicates that severity ratings revealed one usability issue
rated as cosmetic, three usability issues rated as minor, and
two usability issues rated as major. None of the tasks was free
of heuristic violations. Dictating a note resulted in the least
number of usability issues at 1. Order of a chest X-ray
resulted in the highest number of heuristic violations at
17. In terms of severity ratings, canceling an order and
locating a specialist note were the only tasks that received
heuristic severity scores of 4 (catastrophic). Ordering a chest
X-ray, starting a progress note, and capturing a picture all
received at least one heuristic violation severity score of 3
(major).
►Table 3 shows a sample heuristic evaluation by summarizing a portion of the analysis result for task 2, canceling
an order for a chest X-ray. It shows heuristic violations
corresponding to a single usability issue with usability
severity scores and explanations as well as safety severity
scores with comments/explanations. When ordering and
canceling using the application, if a user submitted a new
order or canceled an order without signing, it was possible
for the user to leave the screen and the app without any
prompt from the app that orders were left unsigned. These
orders would in effect never post to the EHR. This problem is
a violation of the heuristics of visibility of system state,
informative feedback, and clear closure because the user
assumes that the order has been submitted but is not
Applied Clinical Informatics
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presented with any clear conﬁrmation that submission of
the order has been completed. Under the circumstance of
placing an urgent order, if that order never posts to the EHR
and if the provider is unaware of this, the result could be a
delay in care and possible harm to the patient. This usability
issue was given a heuristic severity scale of 4 and an
independent safety scale rating of 3 to 3.75 (►Table 3),
indicating a catastrophic usability problem on the heuristic
severity scale that could have major safety consequences.
Phase 2 involved applying safety severity scale scores to
the corresponding 28 usability issues. From a safety severity
standpoint, some differences were noted in the scoring
tendencies between the physician clinical informatics specialists and the clinical safety professionals. Cohen’s κ was
run on two occasions, ﬁrst to determine agreement between
the two clinical informatics specialists’ judgments
and second to determine agreement between the two safety
ofﬁcers’ judgments. There was moderate agreement
between the two safety ofﬁcers’ judgments, κ ¼ 0.580
(95% conﬁdence interval [CI]: 0.351–0.809), p < 0.001. However, the clinical informatics specialists’ judgments were not
in statistically signiﬁcant agreement, κ ¼ 0.216 (95% CI:
0.005–0.427), p ¼ 0.164. Minimal agreement was found
when all four raters were assessed together, κ ¼ 0.336,
p < 0.001. Overall, clinical safety professionals tended
toward the extreme ratings of either minor or catastrophic,
whereas clinical informatics specialists were more conservative, leaning toward scores of minor or moderate (►Fig. 3).
Clinical informatics specialists were about half as likely to
have given a low safety severity score (<1.5) as safety
professionals (odds ratio [OR]: 0.47 [0.16, 1.40]; p ¼ 0.18),
although this difference was not statistically signiﬁcant.
Clinical informatics specialists were approximately eight
times as likely to have given a medium score (1.5–2.4) as
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Task

Task 2: cancel the previously ordered X-ray

Heuristics violated

Visibility of system state

Informative feedback

Clear closure

Description of heuristic
violation

Once you click on “discontinue” on the order, the next
screen shows the order
displayed with strikethrough
the order text. You can leave
the Orders screen and the
application without it
prompting for signature. It
will prompt you only if you go
to another patient. If you do
not sign it, it will not go
through

Poor feedback. The order
appears to be canceled
(strikethrough). But if you
don’t sign, the cancellation is
not ﬁnalized.

The only feedback you get is
the Sign button and the order
disappears. No feedback
closure.

Usability issue

When canceling an order, there is no conﬁrmation of cancellation

Nielsen’s principles

Frequency: common; impact: difﬁcult to overcome; persistence: always

Severity rater type

Usability (physician rater and
human factors scientist consensus score)

Safety (maximum among
clinical informaticists)

Safety (maximum among
clinical safety professionals)

Severity score

4

3

3.75

Explanation of rating:
subjective
anecdotal comments by
evaluators

It will let you exit the orders
screen or the App. It will not
prompt you that you have
orders waiting to be signed.

Patients could be allergic to
meds, or the wrong patient
could receive a med and the
doctor could think it was
canceled. Based on past
experience, such things have
been fatal.

That is scary. Could be a
medication and the nurse
would not know. I don’t like
that. That is bad. Could be
meds, procedures, discharge
even. Nothing to prompt that
you need to sign or not
complete. Example: need to
take the patient off pressors,
but the order never canceled,
leading to patient morbidity

Fig. 3 Side-by-side comparison of ratings between safety (top) and usability (bottom). The safety severity ratings are further broken down to
demonstrate the difference between clinical informaticists and safety professionals.
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safety professionals (OR: 8.41 [1.65, 42.76]; p < 0.01).
Finally, the clinical informatics specialists were more than
75% less likely to have given a high score (> 2.5) as safety
professionals (OR: 0.23 [0.04, 1.23]; p ¼ 0.07), although this
difference was only signiﬁcant at the 0.1 α level.
The primary aim of this study was to investigate a possible
relationship between heuristic severity scale ratings and
safety scale. The results of this study demonstrate a positive
correlation between the heuristic severity scale score and the
NIST safety severity scale in that as heuristic severity
increased, safety risk also increased. Based on linear models
equating the maximum safety severity score for each rater
type to the usability score across the 28 usability issues, 49%
of the variation of the safety risk score given by clinical safety
professionals (r ¼ 0.70; F ¼ 11.04; p < 0.01) and 42% of the
variation of the safety risk given by clinical informatics
specialists (r ¼ 0.65; F ¼ 19.18; p < 0.01) is explained by
the usability severity score of the problem outlined by the
heuristic analysis/violation (►Fig. 4).

Discussion
The goal of this study was to try to elucidate whether there
was a relationship between EHR design, speciﬁcally usability,
and possible safety risk for patients. This study shows a
positive correlation between usability severity scoring and
safety severity scoring across the studied mobile EHR tasks.
These ﬁndings reinforce the understanding that EHR design
may pose potential safety risks for patients and show that
careful analysis of EHR structure and workﬂow may be

necessary to identify failures in EHR design that need to be
addressed by designers/engineers. A recent systematic
review of usability evaluations of EHRs by Ellsworth et al32
highlights a continuing lack of research proposing speciﬁc
tools from usability evaluations that can be used effectively
for EHR development. Our study suggests that EHR designers
could leverage heuristic evaluation by a trained interdisciplinary team as a development tool in designing any portion
of the EHR, especially for workﬂows tied directly to patient
care. To reﬁne this process so that it can be used as an
effective evaluation process, future investigation is warranted to see if a threshold on the heuristic severity scale
can be established, where any heuristic violation severity
scale values above the established threshold could be leveraged to prioritize reengineering of existing EHR tasks or for
evaluating new EHR software designs prior to deployment.
This process could prove to be an effective tool and aligns
with the goal of trying to establish higher reliability systems
in health care. This approach could offer a relatively inexpensive method for improving interface usability while
potentially improving patient safety by avoiding compromised designs. As the EHR application in this study is in
ongoing development, it should be noted that some design
changes have been made based on some of these ﬁndings.
Results from this study also highlighted the importance of
using an interdisciplinary team of evaluators in that safety
severity scoring varied somewhat by the role of the evaluator. It was noted, however, that this variation was limited by
the small number of collaborating experts. Safety ofﬁcers, for
example, tended to rate severity at the extreme of “0”, no

Fig. 4 Positive correlation between usability problem severity ratings and safety severity ratings for both clinical informaticists and safety
professionals.
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Conclusion
From this study, we can draw three conclusions. First, there
appears to be a positive correlation between EHR usability
and its potential for affecting safety in patient care. Second,
it appears that based on this relationship, heuristic evaluation and usability violation scale severity scores could
potentially ameliorate potential safety risks during EHR
design processes prior to application deployment as well
as aid in prioritizing already deployed architectures for
reengineering. Finally, we conclude that the use of a diverse
interdisciplinary team for investigating usability involving
experts in human factors, medical practice, and safety is an
important approach to establishing higher reliability systems of evaluating EHR function and usability and its
relationship with patient safety—a top priority in health
care. This approach could have great potential for reducing
downstream patient safety risk while reﬁning an interface
that would ultimately be more user-friendly. In addition, if
applied early in the design and development of digital
solutions, this approach could lower the costs by reducing
the need for software reengineering downstream patient
safety risk while reﬁning an interface that would ultimately
be more user-friendly. In addition, if applied early in the
design and development of digital solutions, this approach
could lower the costs by reducing the need for software
reengineering downstream.

Multiple Choice Questions
1. This study suggests that this new process of safeheuristics
is optimally performed by:
(a) Safety experts.
(b) Frontline users.
(c) Legal experts.
(d) Human factors/ergonomics experts.
(e) Inter-disciplinary teams of experts.
Correct Answer: The correct answer is option e.
2. The study results suggest that the safety ratings and
usability heuristics have a:
(a) Small positive correlation.
(b) Moderate positive correlation.
(c) Small negative correlation.
(d) Moderate negative correlation.
(e) No signiﬁcant correlation.
Correct Answer: The correct answer is option b.
3. This study suggests that usability heuristics account for
____ percentage of the safety scores:
(a) < 25%
(b) 25–39%
(c) 40–50%
(d) 51–65%
(e) > 65%
Correct Answer: The correct answer is option c.
Applied Clinical Informatics
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problem, or “4,” catastrophic with potential for patient
mortality. Clinicians, on the other hand, tended to rate safety
severity at “1,” minor, or “2,” moderate. This discrepancy was
reﬂected in the safety ofﬁcers’ comments during the evaluation that indicated the safety ofﬁcers used prior safety event
knowledge to guide their ratings. Their comments anecdotally referenced previous safety events tied to the EHR that
were similar to analyzed tasks and usability problems. For
example, during the safety analysis session, one safety ofﬁcer
commented, “I have seen events where an order was not
placed or not canceled due to a problem with the EHR.” The
involvement of certiﬁed safety ofﬁcers in phase 2 of the study
brought a novel and valuable perspective to the potential
safety impact of usability. Due to their training and broad
experience in investigating safety events within health care,
their point of view focuses more on attempting to understand the safety implications of the noted usability problems
from a global system perspective. Although safety ofﬁcers do
not routinely interact with the EHR in direct patient care and
therefore would not routinely be targeted as end users for
usability evaluations, safety ofﬁcers may see the downstream effects of poor EHR design. The clinical informatics
physicians who performed the safety scales in our study did
not have any formal health care safety training nor did they
participate frequently in safety event investigation. Their
point of view therefore relied on their clinical experience and
informatics expertise and was reﬂected in their scoring. This
difference in perspectives particularly highlights the importance of using an interdisciplinary group of experts to perform each area of the evaluation and further understanding
of how the evaluator’s role might affect severity scoring may
be valuable in future research.
There are several limitations to this study. It should be
emphasized that this study does not provide the full picture of
the potential risk of EHR interfaces, causing harm to patients.
Usability testing still needs to be conducted as a complementary method to uncover all aspects of design that could
contribute to inadvertent user errors. Our study had a relatively small number of expert collaborators, and relatively few
tasks were evaluated. The lack of medication orders within the
app is important as well due to the relatively high number of
safety events that are a result of computerized medication
order entry. Further investigation is needed to validate these
results with higher numbers of expert reviewers. Future
studies may consist of more detailed assessment across different EHR vendors and platforms (desktop vs. mobile) with
more detailed and broadened task lists, and tasks undertaken
by other roles within health care, such as nursing care or
pharmacy. Future investigations may also extend our understanding of potential usability issues by correlating safety
ratings with observed errors.
Finally, this study raises the question of whether there
should be further ofﬁcial recommendations or regulations
from federal regulators that require industry to incorporate
more rigorous processes for evaluation and assessments of
EHR design. The burden of assessing these designs must be
balanced by the risk of stiﬂing ongoing innovation for more
efﬁcient and user-friendly interfaces.
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