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Healthcare Has a Problem

The IOM is not the only source
indicatingthat thedelivery of headthcare
has significant shortcomings. A Rand
Corporation report describes the U.S.
hedlthcaresystemas* substandard” and
medicd errors as “rife” Only 60% of
the chronically ill recelvethe carethey
need. Of thecaregiventothechronically
ill, about 20% is “unnecessary and
potentialy harmful” [1]. Accordingtoa
Kaiser study, 71% of consumers-who
are increasingly involved in making
their own healthcare decisions - are
concerned or very concerned about
patient safety [2]. 61% fear being given
thewrongmedi cation, 56%fear compli-
cations in a medical procedure [3].
Furthermore, more than half of U.S.
physiciansbelievethat their ability to
deliver quality care has decreased in
the past five years, and 30% rate their
hospitalsasfair or poor at finding and
addressing medical errors [4]. In a
Robert Wood Johnson Foundation
survey, Pursuing Perfection, four of
five providers believe that “funda-
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Abstract: Medical errorsand issues of patient safety are hardly new phenomena. Even
during the dawn of medicine, Hippocrates counselled new physicians* to aboveall else
donoharm.” IntheUnited States, effortstoimprovethequality of healthcarecanbeseen
inalmost every decade of thelast century. Intheearly 1900s, Dr. Ernest Codman failed
inhiseffortsto get fellow surgeonsto look at the outcomes of their cases. Inthe 1970s,
there was an outcry that the military alowed an amost blind surgeon to continue to
practiceand eventransferred himtotheprestigiousWalter Reed Hospital . Morerecently,
two reports by the Institute of Medicine caught the attention of the media, the American
public, and the healthcare industry. To Err Is Human highlights the need to reduce
medical errors and improve patient safety, and Crossing The Quality Chasmcallsfor a
new health system to provide quality care for the 21 century.

mental” changes are needed to ensure
patient safety. Seventy-eight percent
fed that their organization should take
responsibility for devel oping solutionsto
the quality challenge. Fewer than 10%
find the system closeto error-free. The
percentage of physicians(95%), nurses
(89%), and administrators (82%) who
report havingwitnessedaseriousmedical
mistakeisappalling[5].

And then there are the numbers.
According tothe |lOM, medical errors
account for an estimated 44,000 to
98,000deathsperyearinU.S. hospitals,
makingitaleading causeof deathinthe
United States. Although some have
guestionedthevalidity of thesenumbers,
theredlity isthat peoplearedying from
medical errors. One study of 182
deathsof patientshospitalizedfor CVA
(stroke), pneumonia, or heart attack
foundthat at | east 14% and potentially
as many as 27% of the deaths might
have been prevented [6]. If morbidity
and the outpatient environment is
considered, the numbers may be far
worse than the IOM suggests. A

growing number of studiesinthepeer-
reviewed literaturedocument theprob-
lem. Just over one-fifth of thesestudies
defineerrorsand adverseevents, while
65% are medication related. Only
recently did asmall number of studies
begin to examine costsinvolved [7].

L ooking Just at Medication
Related Errors

Accordingtothe Agency for Health-
care Research and Quality, adverse
drugeventscause777,000injuriesand
deaths ayear [8]. Medication related
deathsin the United States increased
2.37-fold in hospitalized patients and
8.48-fold among outpatients between
1983 and 1993. This equated to one
out of 854inpatient deathsand oneout
of 131 outpatient deathsin 1993 [9].
Researchers found 5.5 adverse drug
events per 100 outpatients coming for
care. Of these, 38% were preventable
and 23% were serious. Even these
numbers must be considered suspect as
there is general consensus that errors
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areunderreported for ahost of reasons.
One study indicated that while 92% of
hospital CEOsreported that they were
knowledgeable about the frequency
of medicationerrorsintheir facilities,
only 8% said that they had more than
20 per month, when probably all of
them did [10]. In another recent
prospective study of surgical units,
almost 80% of theerrorsidentified by
trained observers were not officially
recognized or recorded [11].

The Challengein Medicine
Today: ToApplyWhatWeK now

Itisnot surprisingthat heathcareis
experiencing difficulty. We are at a
time of unprecedented discovery. All
told, “the science and technologies
involvedinheathcare-theknowledge,
skills, careinterventions, devices, and
drugs - have advanced more rapidly
thanour ability todeliver them safely,
effectively, and efficiently” [12]. For
example, in 1998 the FDA approved
90 new drugs, 30 new molecular
entities, and 124 new usesfor already
approveddrugs[ 13]. Furthermore, new
medical technologiesare at an al time
high, and our medical knowledge is
growing exponentialy. In 1995, over
10,000 articles were published on ran-
domizedclinical tria's, our best sourceof
datafor evidence-based care, one hun-
dred times as many as in 1966 [14].
Except for rare and exceptional clini-
cians,itisjust not possibletokeepupto
dateonadvancesinmedical knowledge.

TheNatureof Medical Errors

Analysisof the nature and causes of
medica errors has made it clear that
they arise from avariety of causes and
impact virtualy al medica activities.
Furthermore, they donot readily pointto
a common set of causes. More often
than not, errors result from a combina
tion of a series of latent errors that are

built into the system. A recent prospec-
tivestudy couldidentify theindividual
who“might” beresponsibleinonly 37.8%
of the cases. In more than one third of
thecases, itwas" simply not possibleto
assign any responsihility.” More than
60% of al errors were in the system.
Even when an individua could be
identified, thepersonwasactingwithin
the system [11]. This complex and
pervasivenatureof medica errorsmeans
that they cannot bediminated by efforts
that are simplistic or narrowly focused.

TakingActiontolmprove
Patient Safety

The push to improve patient safety
remains dowgoing, athough definite
effortscontinuetoarise. TheJoint Com-
mission on Accreditation of Health-
care Organizations made its new
patient saf ety standardseffective July
1,2001. They cal forinterna reporting
of medical errors, design of remedia
steps to prevent future occurrences of
theseerrors, prospective analysisand
redesign of vulnerable patient care
systems, and, finally, telling patients
and their families when they have
been hurt by amedical error [15]. The
AmericanHospital Associationoffers
its members educational materials to
use in creating “a culture of safety.”
The Leapfrog Group is bringing the
influenceof private sector employersto
bear upon the issue. The government
has &l so taken steps. In 2001, Congress
allocated $50 million to establish the
national Center for Quality Improve-
ment and Patient Safety within the
Agency for Hedlthcare Research and
Quaity (AHRQ). Through2003, AHRQ
expects to award up to $25 million
annually to establish centers for safety
research and practice and to support
research and education in key aress,
including best practice guidelines. The
stateshavealso taken someinitia steps
to improve patient safety. California
legislationrequireshospitalstoimple-

ment aformal plan for eliminating or
substantially reducing medication-
safety related errors by 2005. Other
stateshaveal so passed lawsrelated to
medical errors. For example, fifteen
states have mandatory reporting from
hospitalsfor adverseevents. Fivestates
and the District of Columbia have
voluntary reporting.

M aking Patient Safety Happen

Toreachthegoal of patient safety,
each healthcare organization needs:

- Its own vision for patient safety
that is clear, realistic, achievable,
and measurable
An understanding of what
constitutes “best in class perform-
ance” outsideitswalls
A carefully selected and limited set
of strategies and unambiguous
measures for each
Organi zation-widedeployment and
development of leadership across
the organization to align its daily
work withthevision
Eachand every oneof thesecompo-

nents is essential to developing a

“culture of safety”— and none can

succeedwithout leadershipand commit-

ment of the medical staff, nursing, and
other leaders. Severa steps can be
taken to ensure that the process of
improving patient safety isultimately
successful. Theeducation component
brings all participants to a common
level of understandingandrecognition
of thepossihilities. Thediagnosticcom-
ponent allows a healthcare organiza-
tiontogainanoverview of andclearly
define the scope of patient problems
within the organization. Process
improvement is critical to providing
safer patient careand better outcomes.
Applying what is known about “best
practices’ to clinical processes is the
firststepincontinuousquality improve-
ment. Hedlthcareorganizationsgain real
value from access to an up-to-date,
wide-reachingknowledgebaseof what
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actually worksin other organizations
similar totheirs. Evauationfollowson
anongoingbasis. Every processchange
and every new tool must be evaluated
to determine whether it does indeed
improve care. By gathering and ana-
lyzing its own data and comparing
those data to national benchmarks
when appropriate, healthcare organi-
zationscan createtheir ownevidence-
based practices. In such an environ-
ment, evauation and processimprove-
ment are concurrent and continuous.

Educate
Understand the problems assaci-
ated with patient safety and the
solutionsthat havebeentried el se-
where and proven effective.
Benefit from the experience of
other ingtitutionsinidentifyingtypes
of medical errors and applying
clinical solutions.
Understand the tools available to
assistintheprocessandthecultural
dimensionsinvolvedin creating a
culture of safety.
Establish apatient safety advisory
team, includinginformationtechnol-
ogy staff, clinicians, and adminis-
trative staff, to advise on clinical
solutions.

Diagnosis

- Involvethepatient safety advisory
team throughout the assessment
process, eliciting their input to
strengthen “buy-in” across the
organization.
I dentify a proven methodology to
assess the extent of the problem
acrossthe organization.
Apply themethodol ogy togenerate
an evidence-based picture of pa-
tient saf ety acrosstheorgani zation.
Create an inventory of all sources
of medical errorsin all areasto be
studied.
Review the evidence to develop a
prioritizedlisting of problems.
Identify strategies and tools to
addressprioritized problems.

Evaluate and select specific
problem or problemsfor action.
Provideanaccurateprojectionof the
hospita’ sreturnoninvestment result-
ing from aninvestment of resources
and areductioninmedical errors.

Process improvement

- Continue to work with the patient
safety advisory team to ensure that
theimplementationrunssmaoothly.
Develop adetailed plan for educa-
tion and training, using multiple
modalities and providing ongoing
supporttoensurethattheclinician’s
job becomes easier.
Install selected software solution.
Be sure the mission of the safety
team is part of the strategy and is
part of the overall strategic plan.

Evaluate

- Anayzedatato measureeffective-
ness of the sol ution implemented.
Monitor dataonanongoing basisto
determineproblemareasforwhich
thereareidentifiablesolutions.
Continueto work with the advisory
teamtoprovideconstant surveillance
of patient safety and ensure con-
tinuousimprovement of clinicd care.

Using Technology as Enabler

It is clear that achieving substantial
(50%or greater) reductionsin prevent-
ablemedical errorsisadifficult task.
However, there is consensus: I T can
improvehealthcare. Initsreporttothe
President, PITAC outlinestherolethe
federal government must play inusing
IT to transform healthcare [16]. In
additiontocallingfor anational vision
and a national information infrastruc-
ture, PITACchargesthefederal govern-
ment with coordinating itsown cross-
agency activities- whicharenumerous
and far reaching in scope - and estab-
lishing pilot projects and Enabling
Technology Centers. The President’s
Information Technology Advisory

Committeeconcluded that “information
technology tools can provide the
healthcare sector with unprecedented
productivity andquality of careif there
is a srategic vision and adequate re-
search to ensure success’ [16]. The
IOM’s call for action reviews the
medical literature, addstheinsightsof
experts, and reiterates the need, first
set forth in The Computer-based
Patient Record, to make use of infor-
mationtechnology asan“ enabler” inthe
serviceof patient care[12, 17]. Itisour
position that in order to achieve the
goa of significant error reduction, a
computer-based patient record (CPR) is
essential. The use of a CPR is
mandatory becauseof thewidevariety
of medical errors that can occur and
the broad set of tools and capabilities
neededtoenableacaredelivery organi-
zation (CDO) to detect, correct, and
compensate for them across this
diverseenvironment.

CPR offerings can be defined by
five separate generations of CPR
systems based on the progressive
capabilities they offer. First-genera-
tion CPRs are simple systems that
provide a site-specific encounter
solution to the need for access to
clinical data. Second-generation
CPRs are basic systems that alow
clinicianstodocument careadequately.
Third-generation CPRs include
episodicaswell asencounter coverage
andmustworkinambulatory and acute-
care settings. Fourth-generation
CPRs are more complex, with
integrated documentation, workflow
and decision support, and must cover
more than just the ambulatory and
acute-care settings. Fifth-generation
CPRs are complex, fully integrated
systemscrossing the continuum of care
and designed to be used by healthcare
providers and headlthcare consumers.
Currently, vendors are predominately
ddlivering Generation 2 products.

Sincedifferent CPRsoffer differ-
ent setsof capabilities, itisreasonable

Y earbook of Medical Informatics2003

155



Review Paper

to ask, “What degree of error reduc-
tion should one expect to be able to
achieve with various generations of
CPRs?’ Figure 1 gives a high-level
answer to this question. Each of the
five generations of CPR isplotted on
agraph. On the horizontal axisisthe
anticipated time when such a system
will become available and on the
vertical axisisthe projected efficacy
of that generationinreducing medical
errors. Notethat thevertical axisdeals
withpreventableerrors, nottotal errors.
The 1999 IOM report estimated that
roughly 70% of medical errors are
preventable. Thus, it is important to
note that no CPR system, no matter
how sophisticated, can ever beexpect-
edto eliminate errorscompletely.

In order to estimate the error
reduction potential of different CPR
generations, the types of errors
reported in the IOM report were
analyzed and combined with the
minimal features required for each
CPR generation.

Generation 1 CPRs are relatively
simple systems that create a clinical
datarepository whereinformationfrom
a wide variety of sources (such as
|aboratory and pharmacy systems) can
be consolidated. The creation of a
single comprehensive location for
clinica informationmakespossiblethe
elimination of approximately 15% of
preventablemedical errorsby ensuring
that neededinformation canbelocated
efficiently andreliably.

Generation 2 CPRs make an
additional 25% reduction in errors
possible by adding the capability to
handle on-line documentation of
clinical activitiesincluding physician
order entry. A major differentiator
from Generation 1 systems is the
inclusion of basic clinical decision
support systems(CDSS). CDSSwith
its associated rules engine is a key
capability for eliminating errors by

Reductionin
Preventable Errors
A Generation 5:
100% The Mentor
Generation 4:
0,
80% The Partner
Generation 3:
60% The Helper
Generation 2:
40% The Documentor
| Generation 1.
20% The Collector
0% |
1993 1998 2003 2008 2012+
YEAR

Fig. 1. Error Impact of CPR Generations Source: Gartner, Inc.

permitting the CDO to implement a
widevariety of checksto ensurethat
mistakes are avoided and serious
situations arerapidly brought to the
attention of caregivers. Thecombina-
tion of these capabilities meansthat
Generation 2 CPRs can achieve
roughly an overall 40% reduction in
preventable errors.

Generation 3 CPRs will make
possiblethesinglelargestincremental
improvementinerror reductionover a
previousgenerationandisexpectedto
resultinthepotentia for over 70 percent
reduction in preventable errors. The
combinationof improved CDSS, opera-
tionacrossthecontinuumof care(inpa-
tient and ambulatory), use of a
controlled medical vocabulary to
normalizemedical concepts, and POE
to better manage the ordering process
will produce dramatic results. These
systemsareal so seeingtheemergence
of workflow capabilities that will
become progressively important as
toolsto support theoptimal delivery of
medical care. Whenworkflowiscom-
binedwithCDSS, anevenmorepower-
ful error reduction capability emerges.

Generation 3 CPRs also have the
basic infrastructure needed to assess
the incidence of potential errors, to
measure the effectiveness of inter-
ventions to prevent these errors, and
to document the improved outcomes
that result. Since Generation 3 CPRs
are now beginning to emerge and will
become more capable after 2003, we
believe that CDOs now have viable
automati on optionsthat can helpthem
realistically hopeto achievethe IOM
goal of at least a 50% reduction in
preventable medical errors.

It is expected that around 2007,
there will be genera availability of
Generation 4 CPRs. With more
sophisticated clinical decisionsupport
thanwasincludedinearlier generations
of CPRs, these systemswill be aware
of the detailed context of each
individual patient. Formal workflow
capability will be an integral part of
these systemsand will ensurethat the
proper balance occurs between the
medical practice consistency needed
to ensure optimal outcomes and the
individual variations needed to treat
eachindividual patient appropriately,
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giventheir uniqueset of circumstances.
Thecombinationof context awareness,
clinical protocols, knowledgemanage-
ment, andformal workflow shouldlead
to an additional 20% reduction in
preventable errors.

The fina step in CPR evolution is
predicted to occur sometimeafter 2010
with the advent of Generation 5
systems. These complex systems will
have sophisticated clinical decision
support that is not only aware of the
individual context of each patient, but
has knowledge regarding the experi-
enceof theclinicianaswell asanunder-
standing of thecapabilitiesof thespecific
CDO sdite where the patient is being
treated. It will also utilize sophisticated
clinician interfaces to ensure that
caregivers aways have afull and up-
to-date picture of the status of each of
their patients and will be equipped to
efficiently and effectively deal with
multi pleconcurrent medical conditions
inthesamepatient. It will also support
interfacesto mobilepersonal monitor-
ing devicesthat can provide an up-to-
the-minute picture of the person’s
medical status. True evidence-based
medicinewill be possible using these
systemssincethey will automatically
track the outcomes experienceof each
episode of care aswell asrelevant new
results as they become available in the
medicd literature. A Generation5 CPR
should provide the entire basic infra-
structure needed to address preventable
erors. Of course, the specific CPR
implementation at a CDO site will
determine how close that site comes
toactually achievingthisideal.

Evidenceto Support the Use
of Technology

WhiletheCPRisthebesttechnology
tousefor overall error reduction, there
is evidence that components of the
CPR canresultindefiniteimprovement
in patient safety.

Physician order entry

A POE system canreducethepoten-
tial for error in increasingly complex
CPR environments by ensuring that
ordersaremorelegible, complete, and
appropriate. When combined with
clinical decisionsupport, they alsohelp
identify seriouspotential complications
including drug-drug interactions,
potentialy lifethreateningdlergies, and
conditions that require different
treatment options (e.g. an alternative
antibiotic if the patient’s lab values
indicaterenal failureandtheprescribed
medicationisrenally excreted).

Evidence:

discontinued 21.6 hours earlier than
when no email was delivered [18].

Paging cliniciansabout “ panic” lab
values decreased time to therapy by
11% and meantimeto resolution of an
abnormality by 29%[19].

Medical Error Reporting Systems
Medical error reporting systemslink
hospital-based systemsto larger data
repositories, all owingindividual hospi-
tals to benchmark their performance
against other provider organizations
and to determine how much errors

cost and affect patient outcomes.

Institution

Documented Results

Brigham and Women'’ s Hospital, Boston
(Included decision support features)

88% drop in serious medication errors
55% reduction in error rates

LDS Hospital, Salt Lake City

70% in adverse drug events

Ohio State University Medical Center,
Columbus (pilot)

Average length of stay down by 2 days
Turnaround for pharmacy orders 2 hours faster
Pharmacy charges down $910 per admission

Montefiore Medical Center, New Y ork

Medication errors down 50%
Turnaround for pharmacy orders 2 hours faster

Wishard Memoria Hospital, Indianapolis

Average length of stay down 0.9 days
Average hospital charges down 13%

Computerized Alerting Systems

Alerting systems are a type of
clinical decisionsupport. By notifying
physiciansabout likely adverseevents
at thetimethoseeventsactually occur,
onlineaertscanimprovethetimeiness
of response. The end results. fewer
errors, improved quality of care, and
better patient outcomes. Thechallenge
hasbeentodeliver themessageinreal
time to the physician responsible for
thepatient totaketimely and appropri-
ate action. Messages on computer
terminals, email, flashing lights- they
have all been tried - and can be
effective.

Evidence:

Email dertstophysi ciansonmarked-
ly abnormal [abval uesinpatientsreceiv-
ing drugs affecting kidney function
resultedinmedicationsbeing adjustedor

Case Study: lowa Health System,
Des Moines, OH [20].

A 10,000-patient pilot project at this
11-hospital delivery systemisusinga
dataanalysissystemto electronically
flag patientswhoareat risk fromdrug/
drug interactions or other adverse
events. lowa Hedth transmits data
every week to Active Health Manage-
ment’ s databases, which process the
datausingmorethan600clinical rules.
Themedical directorsat lowaHealth
review the analysis and contact the
primary care physicians of patients
who havebeenidentified. Inpotential
emergency situations, such as drug/
druginteractions, Active Health noti-
fiesthemedical directorsimmediate-
ly. Thusfar, they haveidentified 250
“intervention opportunities’ and are
developinga“Top5” list of situations
warrantingimmediateintervention.
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Conclusion

The current situation regarding
patient safety is unacceptable. In
addition to the high mortality and
morbidity associated with medical
errors, therearenumerous' secondary’
costs as well. Clinical outcomes are
poor because of thecomplicationsand
injuries associated with medical
mistakes. Thisclearly leadsto patient
dissatisfactionbut al'soyieldsdissatis-
faction on the part of caregiverswho
are unable to provide the quality of
medical care they desire because of
thelimitationsof inadequatehea thcare
automation systems. In addition,
serious errors can lead to malpractice
suits with the concomitant risk of
financial lossesaswell asinjury tothe
institution’ sreputation. Thechallenge
of patient safety istwofold. Ontheone
hand more adverse events must be
identified, includingthosewithoutdire
consequences, and the number of
preventable adverse eventsthat result
from such errors must be reduced.
Although much of a patient safety
initiativewill involveprocesschanges,
technol ogy must beemployed aswell.
The technology has been shown to
work, the time is ripe to actually
implement the necessary systems.
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